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M U T A T I O N  A N A LY S I S

1 2 1
A l l e n  T.  A c r e e , Ti m o t h y  A .  B u d d , R i c h a r d  A .  D e M i l l o ,

3 2
R i c h a r d  J. L i p t o n , and F r e d e r i c k  G .  S a yw a r d

A b s t r a c t

A n e w  t y p e  of s o f t w a r e  t e s t , c a l l e d  m u t a t i o n  a n a l y s i s ,
is i n t r o d u c e d .  A me thod  of app ly ing  m u t a t i o n  a n a ly s i s  i s
d e s c r i b e d , and the des ign  of s e v e r a l  e x i s t i ng  a u t o m a t e d
s y s t e m s  fo r a p p l y i n g  m u t a t i o n  a n a l y s i s  to F o r t r a n  and  Cobo l
p r o g r a m s  is s k e t c h e d .  These  s y s t e m s  have  been the m e a n s  fo r
p r e l i m i n a r y  s t u d i e s  of t h e  e f f i c i e n c y  of  m u t a t i o n  a n a l y s i s
and  of the r e l a t i o n s h i p  b e t w e e n  m u t a t i o n  a n d  o t h e r
s y s t e m a t i c  t e s t i n g  t e c h n i q u e s .  The  r e s u l t s  of s e v e r a l  ex-
p e r i m e n t s  to d e t e r m i n e  t h e  e f f e c t i v e n e s s  of m u t a t i o n
a n a l y s i s  a r e d e s c r i b e d , and e x a m p l e s  a r e  p r e s e n t e d  to i i—
l u s t r a t e  the w a y  in wh ich  the t e c h n i q u e  c a n  be u s e d  to
d e t e c t  a w i d e  c l a s s  of e r r o r s , i n c l u d i n g  m a n y  p r e v i o u s l y
d e f i n e d  and s t u d i e d  in the l i t e r a t u r e .  Fi n a l l y ,  a number of
e m p i r i c a l  s t u d i e s  a r e  sugges ted , the r e s u l t s  of  w h i c h  ma y
add c o n f i d e n c e  to the ou tcome of the m u t a t i o n  a n a l y s i s  of a
program .

*
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M u t a t i o n s  a r e  s e l d o m  s p e c t a c u l a r . Those
in u t a ii t t h a  t z~ r e t a r  t 1 i n  ~ . 1 y d i fIr r en  t .
I r om t . h e  r ~ i r e  n t. .; t e n  d no t to a u r V i V

1on~~, e t t ~~~ r b e c a u s e  t h e  n u t  a t  i o n  r e n —
der s them un able to function n orma ll y,
or b e c a u s e  th e y are r r~i o ~’t  ed b y  t h o s e
who sired them.

Robert Silv erb erg

1 . INTRODUCTIO N

A m a j o r  g o a l  of  s o f t w a r e  e n g i n e e r i n g  i s  t o  d i s c o v e r  an  L
e f f i c i e n t l y  t e s t a b l e  p r o p e r t y  of  p r o g r a m s , s a y  P R O P , so t h a t
f o r  a l l  p r o g r a m s  P t h e  f o l l o w i n g  h o l d s :

i f  P R O P ( P )  , t h e n  P i s  c o r r ec t .  ( 1

By c o r r e c t  o n e u s u a l l y  m e a n s  t h a t .  t’or  i l l  p o s s i b l e  i n p u t
v a l u e s  x ,

w h e r e  p *(  x )  i s  t h e  fun ction c o m p u t e d  by p r o g r  am P and I is a
f un ( ’ t I o n  w h i c h  s pe c  i f i e s  t h e  i n t e n d e d  h e h a v  io r  o f  t h e
p r o g r am .

P r o m i n e n t  e x a m p l e s  of s u c h  p r o p e r t i e s  a r e  p r o~~r , i m
v e r i f i c a t i o n  a n d  t e s t i n g  f o r  c o r r e c t n e s s :

Pro gram V e r i f i c a t i o n  [Man i
L e t  A and B b e p r e d i c a t e s  so t h a t  A ’~ x~ i s  t r u e  w h e n  x

i s  i n  t h e  d o m a i n  of  t h e  f u n c t i o n  f a n d  B( y l  i s  t r u e  w h e n

y f(x).

T h en

P R O P ( P )  i t ’ a n d  only if

c a n  be u s e d  to  d e f i n e  t h e  p r e d i c a t e  P R O P  I n  pr ~~p o s l t  i o n  1

T e s t i n g  fo r  c o r r e c t n e s s  L L M W )
Le t  t) t i ’ a su b s e t  of  a l l  p o s s ib l e  i n p u t  t o  t h e  p r o g r a m

P . and sa y  t h a t  P 1 a r e l i a b l e  te st d a t  i ~ e t  i f .1
P A G E ,’
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P (x )~~f(x > for all x in D implies P* :f.

Clearl y,

PROP (P) if and only if P* (D):f(D) for some reliable D

can also be used as a property for (1).
A major stumbling block in such systematizat ions as these

has been that the conclusion of p r opo s i t i o n  (1) is so strong
that , except for trivial classes of programs P , PROP (P) is
bound to be formally undecidable [Howl). Given this state
of affairs , program verification has turned to t e c h n i q u es
which do not require universal applicability. It has not
been clear what the corresponding course should be for
program testing, however . There is an und eniable tendency
among practitioners to relegate testing to completely ad— hoc
techniques: one creates tests that seem to capture the es-
sence of the program , observes the execu tion of the program
on those t e s t s  a n d  m a k e s  a c o n c l u s i o n  a b o u t  the correctness
of the program based on the results of t h e  o b s e r v a t i o n s .
This strategy seems to be too undisciplined [DLS1 ). More
systematic techniques attempt to augment a programmer ’ s
intuition by yielding quantitative information about the r
degree to which a program has been tested (see ~Good ] for a
current survey) —— such coverage measures attempt to give
the tester an inductive measure of confidence that PROP (P)
has been determined . We will discuss several of’ these
methods rather more fully in the sequel.

The reader should note that these techniques general ly
rely in one way or another on proposition (1) —— they at-
tempt by inductive or deductive means to allow a tester to
c o n c l u d e  c o r r e c t n e s s .  B u t  c o r r e c t n e s s  is  a v e r y  s t r on g
property, comprehending for instance mathematica l equality
of  i n f i n i t e  f u n c t i o n s .  I t  i s  r a t h e r  u n l i k e l y  t h a t  e f f i c i e n t
means can be found to make such powerful inferences.

T h e r e  i s  a n o t h e r  p a t h  to t a k e , ho w e v e r . it  is  n o t  so
w e l l  travelled because it is less scenic. We propose to
weaken considerably the conclusion of (1) , to replace it by:

i. P is correct
or

ii. P is “ pathological” ,

where “ pathological” will have a well—defined meaning, which
roughly corresponds to P possessin g an empirical l y
determined characteristic which places it outside the range
of programs which can be treated in this way. The testing
technique determined in this way, we call mutation analysis.

In carrying out this plan we will of course have to
sacrifice some of the elegance of the techniques based on
instances of’ (1) , but we hope that this defect is bala nced
by the efficacy of mutation analysis.

The sequel is organized as follows . We’ first present
the basis of mutation analy sis , rely ing as mu ch as p o ssib l e
on observable assumptions about the programming process. We
then describe the systems which hav e been con stru ct e d for

P A G E  3
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c o n d u c t i n g  m u t a t i o n  a n a l y s i s  of F o r t r a n  a n d  Cobol  p r o g r a m s .
We p r e s e n t  e x a m p l e s  t y p i c a l  of o u r  e x p e r i e n c e  w i t h  t h e s e
s y s t e m s  b y  m e a n s  of s e v e r a l  “ e x p e r i m e n t s ’t . I n c l u d e d  a m o n g
t h e s e  e x p e r i m e n t s  w i l l  be some  e v i d e n c e  for b e l i e v i n g  t h a t
m u t a t i o n  a n a l y s i s  i s  u s e f u l  i n  d e t e c t i n g  a w i d e  v a r i e t y  of
errors ( v i a  the c o u p l i n g  e f f e c t  i n t r o d u c e d  in  ( D L S 1  3 ) .  In
S e c t i o n  6 , a c a se  s t u d y  is  p r e s e n t e d  of t h e  use  of m u t a t i o n
a n a l y s i s  to d e t e c t  e r r o r s  in  a p r o d u c t i o n  s y s t e m  program; it
i s  s h o w n  i n  t h i s  s t u d y  h o w  t e s t  d a t a  can  be s t r e n g t h e n e d  to
l o c a t e  a n d  r e m o v e  s u b t l e  e r r o r s .  S e c t i o n  7 d i s c u s s e s  t h e
r e l a t i o n s h i p  of p r o g r a m  m u t a t i o n  to error seeding and logic
c i r c u i t  f a u l t  d e t e c t i o n . A s t ep  in  t h e  m u t a t i o n  a n a l y s i s
p r o c e s s  i n v o l v e s  t h e  d e t e c t i o n  of c e r t a i n  k i n d s  of  p r o g r a m
e q u i v a l e n c e ;  S e c t i o n  8 c o n t a i n s  a c om p l e t e  d i s c u s s i o n  of
this equivalence proble m , suggesting some efficient al—
g o r i t h m s f o r  a u t o m a t i c a l l y  d e t e c t i n g  t h e  a p p r o p r i a t e
e q u i v a l e n c e s .  The  p a p e r  c lo se s  w i t h  t h r e e  n o n o b v i o u s  ap —
p l i c a t i o n s  of t h e  t e c h n i q u e  to  i s s u e s  of c o n c e r n  in  s o f tw a r e
e n g i n e e r i n g .

2. MUTANTS OF A PROGRAM

In [ D L S 1 ] ,  we i n t r o d u c e d  d a t a  p r o d u c e d  by  Youngs [You)
that strongly hinted that the errors that are most likely to
be made in the programming process are simple , classifiable
errors. We have been lead to attempt the following
generalization , which is used so frequently in our work that
we have given it a name:

The Competent Programmer Assum ption
A COMPETENT PROGRAMMER , AFTER COMPLETING
THE ITERATIVE PROGRAMMING PROCESS AND
DEEMING THAT HIS JOB OF DESIGNING ,
CODING AND TESTING IS COMPLETE , HAS
WRITTEN A PROGRAM THAT IS EITHER CORRECT
OR IS ALMOST CORRECT IN THAT IT DIFFERS
FROM A CORRECT PROGRAM IN “SIMPLE” WAYS.

Precisely what is meant by “simple ” will occupy a
considerable amount of space in this paper , but the
intuitive content of the competent programmer assumption is
simply that competent pro grammers do not write programs at
random ; if the program produced is not correct , it is a
program with bugs and can be edited into correct form by
finding and fixing the bugs. Suppose that the task at hand
is  to d e s i g n  a Fortr an pro gram to com pute the (Eucl id ea n)
magnitude of an N—dimensiona l vector X i n  a C a r t e s i a n  c o o r —
d i n a t e  s y s t e m  w i t h  fixed origin. Then the subroutin e P1
c e r t a i n l y  c o u l d  h a v e  b e e n  p r o d u c e d  by  a competent program—
m e r  •

P A G E 14
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S U B R O U T I N E  P~~~X , M A L )
M A G  1
DO 1 1 3 , N
M A G  = M A G + X l l ) * * 2

1 MAG SQ R T IMACJ ) /
R E T U R N  .

E N D .

We wo u l d  q u e s t  i o n  t h e  c o m p e t e n c e  of  a p r o g r a m m e r  ~ h c
produced subroutine P2 :

SUBR~’UTINE P2~ X ,MA G )
M A G  X ( l ~
DO 1 1 1 , N

1 M A G  MA X ~X ~. I) • H A G )
R E T U R N
E N D .

The re  i s  no  r e a s o n a b l e  s e n se  i n  w h i c h  I’ .’ i s  a “ b u g g y ” v e r —
S i  Of l  o f  t h e  pr ogram asked t’e r . F’ I ~‘an e as  i 1 y be del’ ugg ca •

b u t  P2 i s n o t  e v e n  a p r o g r a m  c V t. hi’ s a m e  k i n d  — — i t i s so
r a d i c a l l y i n c o r r e c t  t h a t  i t s  i n c o r r e c t n e s s  s h o u l d  I c
d i s c o v e r e d  b y  o t h e r  m e a n s .

S u p p o s e  t h a t  we n o w  t r y  to  i nj e c t  t h i s  a s s u m p t  i o n  i n t o
p r o p o s i t i o n  ( 1 )  a n d  t r y  to  d i s c o v e r  a p r o p e r t y  P R O P  so t h a t

i f  P i s  w r i t t e n  b y  a c o m p e t e n t  p r o g r a m m e r  ~2 )
a n d  P R O P ~. P )  t h e n  P i s  c o r r e c t .

T h i s  i s  a c o n s i d e r a b l e  c h a n g e .  Pr opos it ion 1 ‘~ in i t s
or i g i n a l  f o r m  t r e a t s  a pr ogram as a random object • P i p  ~~
t i o n  ( 2 ) on t h e  ot  h e r  h a n d  at t e m p t s  t o  e x p l o  i t  scm et  h i n g
sp e c i a l  a b o u t  t h e  p r o g r a m m i n g  p r o c e s s  L e . g . ,  t h a t  a d a t a
p r o c e s s i n g  m a n a g e r  e x p e c t . s i n  r e s p o n s e  to  t h e  s p ec  i f i e a t  ion s
f o r  a p e r s o n n e l  s y s t  em , s o m e t h i n g  l i k e  a p e r s o n n e l  s y s t  c m ;
pe r h a p s  i n c o r r e c t , i n et ’ f i c i e n t or  s i o p p y ,  h u t  m o r e  l i k e  a
p e r s o n n e l  s y s t e m  t h a n , s a y , a m i s s i l e  g u i d a n c e  sy s t e &

To be mo r e ’ s p e d  t’ic  : we ar e  a f t e r  a t es t ing m e t  h o d
t h a t  a d d r e s s e s  t h e  f o l l o w i n g  v e r s i o n  of  c o r r e c t n e ss  t e s t  i n ~R .

Given a program P written by a competent
programmer , find a test data set for
which P works correctl y b y which we can
infer that p j~~~, with high p r o b a b i l i t y ,
corre ct.

Test data which me ets th is c r i t e r i o n , we c a l l  adequate t e s t
data . Under t h e  competent pro gramm er a s s u m p t i o n  i t  i s  e a s y
to derive some s imp l e  prop erti e s t h a t  a d e q u a t e  t e st d a t a
should have. We can observe a community of p r o g r 3 m I n c r s  a n d
i n p r i n c i p l e  c l a s s i f y t h e  errors they tend t o  m a k e  i n t o
categories

E ,E , . .. .  E .

1 2 k

PA G E I~
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S U BROU T INE N11 ~~X ,MAG )
M A G
DO 1 1: 1 , N

1 H A G  M A G + X 5 1  )~~~~~~~
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NAG SQRT (MA G)
R E T U R N
E N D

SUBROUT INE M .~~X ,MA G )
HAG 0.0
SO 1 i~~1 , N
H AG M A u + X ( I ) ** .’

1 M A G  = S Q R T L M A G )

R E T U R N
END.

The mutan ts we will consider arise from the sing le applic a -
tion of a mutant operator , a simp le syntactic or s e m a n t i c
program transformation such as changing a particular
instance of a re1a tio n a~ operator to one of t h e  r e m a i n i n g
operators or changing the target of an un c ondition a l tr ans—
fer to another labelled target. We will also ret ’er to
mutant operato r ’s as error operators . The obvious objection
here is that such a restrict i on aUows one to do little more
than test for typographical errors in p r ’ o g r s m s  , p e r h a p s
us e f u l , b u t  h a r d l y  w o r t h  such a fuss. As we will discuss
extensively below (Section ~~. 3)  there is .in ob s erv able
“coupling ” of simple a n d  c o m p l e x  errors so t h a t  test dat a
that causes all n o n e q u i v a l e n t  simpl e n u t  a n t  s t o ~i i t ’ is so
sensitive that “likely ” complex nut ant s a l s o  c u t ’ . T h e
coupling of simp le and complex errors implies t h a t  i t ’ F u s
correct for an adequate test D while M l and M di e , t hen P1
must also die on P.

Observe that mut a tion anal ysis is a V~u 1d pr ’ i f l c i p i e
(i.e., implements correctness testing ) if the competent
programmer assumption is y a l i d  and if the coupling of simp l e
and complex errors is a provab le effe .’t . In  practice
tLhe ore t ic a~ studies riot w ithstanding i B L I , BL .’]) it is no t
necessary to show formall y that these assumpt ion s h o l d  ~n
order for mut ation analysis to be a useful tool for te st in~
real programs. It is sufficient t o  k n o w  w i t h i n  . i d c 0 p t . i h k C ?
enfidence limits w h e n  t h e  a s s u m p t i o n s  h o l d  an d  t o  w o r k

within those limits.
We have found th at . in p e r f o r m i n g  m u t a t i o n  a n a l y s i s  011

an incorrect program , tiuc ’ t ester is t’or c ’ed t o  ~lev e l o p  t e s t

~iat. a on wh i c h hi s pr oii. ram f.i i 1 s I B 1’~L~ J . So w o  a r c ’
i n t e r e s t e d  i n  b u i l d i n g  i n t e r a c t i v e  systems to sid prog r ,i :fl—
me r s and test ~‘ r s in p er  fo  n - ui in g in u t -  a t 1 o ri .i n a y s — — a U ~i in
so d o i n g ,  e v a l u a t i n g  t h e  e f t ’e c t i v e n e s s  of t h i s  appro a ch. ~ e
p i c k  a p r o g r a m m i n g  langu agt’ I , ~F o r t r a n , C o b o l , a n d  L i s p  h a v e
been  o u r  i n i t i a l  c h o i c e s )  a n d  —— b a s e d  on p r i o r ’  r e s e a r c h  j U d
o t h e r  e x p e r i e n c e  —— we d e f i n e  an a p p r c .p r i a t c  set,  o f  m u t a n t
o p e r a t o r s  f o r  L .  T h e n  we b u i l d  ,i i n t e r a ct i v e  m u t a t  ion
s y s t e m  t h a t  s e r v e s  as a test harne ss and a i d s  i n  p e r f o r m  u n g

I) P A G E  7
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s y s I en . or 0 con  p e t  e 5te  s o r i p t i ou~ c t t h i s an I y 5 s S

Li v i l  I.I t’IO in L B~~I SI . ‘~o w i l l  ret urn to the quest IOn of th e
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I ’ I . R e l a t ~~ o n u l  l 3 p e r a t o ’ ’  R e p L i c e r n e n t
Lo~ i c t 1  C o n n e c t  1 . 0  R e  I i c . ’m e n t

5 . U i t s  r V O p e r~ a to n R c p 1 a 0 e ’1’ : c : 1 1

1 t c . Un .i r y O p t’ r a t  o r  R ’ ’ “ . ‘ .

U ’ : a r v  O r ’ e r a t o : ’ I n s ~’ r 1 i o ’

II~ i t e m o n t  ~ u t , -i t i o n -v;

I S .  S t e m e n t  A n a l y s i s  ~ C — I  P a t h  a n a l y s i s )
1 1 . I I I  i t e r n c ’n t  D e l e t i o n
2 0 . Re t u r - n C t a t e r ’ i e n t  h’e p l a c e ” u e n t

Control S t r u c t u r e  V U t S I i o n s

2 1 . T h r n p  St :m t. e r r i e n t  R e p l a c e m e n t
22. DO S t a t e m e n t  R e p l a c e m e n t

‘I .2  C o b o l .  T h e  design of the Cobol mutation system
C~1G . 1 is based on the o r i g i n a l  design of EMS. 1. The reader
w i l l  g e t  a n  i d e a  o f  the way i n  which CMS. 1 i n t e r a c t s w i t h
u s e r s  by c o n s u l t i n g  the c o r r e s p o n d i n g  d e s c r i p t i o n s  for FM S . I
i~r [H D LC J . C M S . 1 a c c e p t s  a s i m p l e  s u b s e t  o f  t h e  C o b o l
l a n g u a g e  a n d  s u p p o r t s  u p  t o  t e n  r e w i n d a b l e  i n p u t  ~ i 1 es  a n d
t o r i  r ’ . o n — r e w i n d a b l e  o u t p u t  f i l e s .  T h i s  h a s  b e e n  f o L l i d  t o  be
a d e q u a t e  f o r  ,i v a r i e t y  of  d a t a  p r o c e s s i n g  t a s k s  a n d  s h o u l d
, l l o w  the a n a l y s i s  o f  a l a r ’g e  S e l e c t i o n  o f  C o b o l  p r o g r a m s .

i s  c u r ’ r e n t l y i m p l e m e n t e d  on a P R I M E  14 00 c o m p u t e r  a t
b o r g  i s  T e c h .

TM u tants are said to e x h i b i t  e q u i v a l e n t  behavior it’ they
p r o d u c e  t h e  s a m e  o u t p u t  r e c o r d s  as  t h e  o r i g i n a l  p r o g r a m .
M u t a n t s  m a y  fa i l  b y  p r o d u c i n g  d i f f e r e n t  O u t p u t , o r  b y  a r u n —
time e r r o r  s u c h  as  r e f e r e n c i n g  u n d e f i n e d  d a t a , r e f e r e n c i ng
n o n n u r n e r i c  d a t a  i n  a n u m e r i c  i . s t r uc t i o n , t r y i n g  t o  u s e  a
f i l e  u n i t  t h a t  i s  n o t  o p e n , e t c .

As m i g h t  be  e x p e c t e d , t h e  i n t r o d u c t i o n  o f  i n p u t / o u t p u t
ar i d : la t a  s t r u c t u r i n g  c a p a b i l i t i e s  c r e a t e  s p e c i a l  p r o b l e m s
f-s r 0 M G . 1 n o t  e n c o u n t e r e d  in  t h e  F o r t r a n  s y s t em s .  T h e  f o l —
l o ’~~i n g  a r e  t h e  e r r o r  o p e r a t o r s  w h i c h  a p p e a r  t o  be u n i q u e  t.o
t h e  C o b o l  l a n g u a g e .

I . M o v e  i m p l i e d  d e c i m a l  p o i n t  i n
n u m e r i c  i t e m s  o n e  p l a c e  to  t h e  l e f t
o r  to  t h e  r i g h t .

2 . A d d  or  s u b t r a c t  o n e  f r o m  an  O C C U R S
c l a u s e  c o u n t .

~~. I n s er t  F I L L E R  o f  l e n g t h  o n e  b e t w e e n
t w o  a d j a c e n t  r e c o r d  i t e m s ;  a l s o
c h a n g e  F I L L E R  l e n g t h s  b y  o n e .

14 . R e v e r s e  a d j a c e n t  e l e m e n t a r y  i t e ms  in
r e c o r d s .

5 . A l t e r  f i l e  r e f e r e n c e s .

6 .  Sw itch PERFORMs and ~i O T O s .
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7. Change R O U N D E D  t o  t r u n c a t i o n  a n d
v ice— versa.

8. Change the sense of a MOVE.

The remaining error operators include the o p e r a t o r
replacements and control fiow mutations that are described
above. As primitive as this subset of Cobol appears , it is
adequate for b road— ba sed experimentation , including the
anal ysis of many production Cobol progra ms supplied to the
mutation research group by external sources.

CMS .1 is unique in another respect. While some module
testing of FMS.1 and FMS .2 was carried out by the design
teams , access to reasonable subsets of the implementation
languages was limited by the concerns detailed above.
CM S,1 , on the other hand is being tested extensivel y using
the FMS.2 system at Yale.

The Appendix contains essentailly a script of a CMS .1
session on a production Cobol program drawn from the US A rmy
personnel system SIDPERS , The program has been modified
somewhat , mainly in the reduction of’ the record sizes to
make a better CRT display. The program takes as input two
files , representing and old backup tape and a new one. The
o u t p u t  is a s u m m a r y  of  the changes. The input files are as—
sumed to be sorted on a key field . The program is 130 lines
long and has 1195 mutants , of which 37 are easily seen to be
equivalent to the original program . Initially ten test
cases were generated to eliminate all of the n o n e q u i v a l e n t
m u t a n t s .  S u b s e q u e n t l y  a s u b s e t  of  five test cases was foun d
to be adequate for the task. The entire run took about 7
minutes of clock time , and 2 minutes and ~5 seconds of CPU
time on the PRIME 400. H-

I—
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I
14 . TH E C O M P L E X I T Y  OF M U T A ’ r I O N  A N A L Y S I S

At first blush , it would seem that there is a severely
l i m i t a t i v e  trade—off at work in the technique descr ibed in
t h e  p r e y  b u s  s e c t i o n .  In order to be efficient , the number
of dis t i n c t  mutants must be kept rather small. But the list
0 1’ p o t e n t i a l  erm ’ors (rather , the list of error operators) i n
order to be realistic must be quite extensive. Apparentl y,
the n , if we try to constrain the number of m u t a n t s  of  a n  N
s t a t e m e n t  p r o g r a m  to  some  r e a s o n a b l e  s i z e — — s a y ,  p ( N ) , fo r ’
a “ s m a l l ”  po l yn o m i a l  p’ —— mutation analysis loses its ef-
fect as a realistic model of the programming process. If on
t h e  o t h e r  h a n d  we t r y  to  b u i l d  i n t o  t h e  a n a l y s i s  a l l  of t h e
p o s s i b l e  e r r o r  t y p e s  w h i c h  we c a n  e x p e c t  to encou nter , then
the number of mutants associated with an N statement program
n e e d  n o t . be bounded by any reasonable functio n of N.

In  t h i s  s e c t i o n we w i l l  s h o w  h o w  t h e  c h o i c e  0 1 ’ t h e  f i r s t
a l t e r n a t i v e  in the tradeoff is justified . In fact , an N
statement program —— on the ave rage —— w i l l  generate only
po l ym ’omi a l l y many mutants , most of which are unstable and
d i e  i n  t h e  a n a l y s i s  stage very quickly. A “ coupling effect”
i s  i n v o k e d  to s a v e  t h e  m e t h o d  f r o m  only being capable of
dealing with trivial errors , and we will report on som e r
preliminary experimental evidence for our belief in the
c o u p l i n g  e f f e c t .

L

‘This seem s reasonable. Poly nomial growth in complexity in
the analysis of :ilgo rithm s is generally identified with com-
put ational tractability. In t e s t i n g  f o r  c o r r e c t n e s s  or i n
p r o g r a m  v e r i f i c a t i o n , o v e n  s u bc a s e s  w h i c h  are solvable tend
to be of nonpo l yno mial complexity (usually exponential on ’ Li.
w o r s e )  .

I
P A G E  12 
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4.1 The Number of Mutants. Youn g s ’ data and s e v e r a l
less wide lj reported but related studies [TRW ,Gi l ] suggest
very strongly that the errors that tend to occur in programs
are r e l a t i v e l y simple errors. To be p r e c i s e , let us d e f i n e
a simple mutant as follows . Let P be a program written in a
programming language defined by a grammar G , and let par—
se (P) be the syntax tree for P obtained by parsing P a c c o r d -
i n g  to G .  T h e n  a 1 — o r d e r  simple mutant operator ER is a
function mapp ing a parse tree T to a tree ER(T) so that T
and ER (T) differ by at most one terminal node (i.e., leaf)
E R ( T )  is  s a i d  to  be a s i m p le 1— o r d e r  m u t a n t  of T .  P r o c e e d -
i n g  inductively, a k— order mutant is simply a k— fold itera-
tion of 1—order mutants. In particular , notice that simple
mutants do not alter the “ semantic structure ” of a program—— that is they do not modify the internal nodes of the par-
se tree. The error operators designed for the automated
s y s t e m s a r e  w i t h  f e w  e x c e p t i o n s  s i m p l e  1 — o r d e r  m u t a n t s .

We w i l l  f i r s t g i v e a heuristic analysis of the expected
number of mutants of a program as a function of several size
parameters. The list of mutant operators for FMS .1 and
FMS.2 is relatively unsophisticated and has undergone little
revision that would improve the number of generated mutants
(CMS. 1 by contrast has a rather more streamlined mutant
g e n e r a t i o n  system) , so our analysis is not biased in f a v o r
of simple m u t a n t s .

First , it is possible to derive an order — of— growth ex-
pression for t h e  n u m b e r  of F M S . 1  m u t a n t s .  D a t a  reference
replacements are accomplished by interchanging reference
names occurring within the program . In a program with N
statements and K distinct data references this number is

2
F (N ,K):0(K ).

The reader can convince himself (cf. [Kn i ) that for each of
the constant and operator rep lacement schemes there is a
constant c so that the number of  g e n e r a t e d  m u t a n t s  i s  boun-
ded by cK. Therefore , F (N ,K) is the d o m i n a n t  term , and the
number of generated mutants is in the worst case quadratic
in the number of distinct data references.

Observations of typical programs lead to an even mo re
favorable estimation of the expected number of mutants
generated under FMS.2. In programs that are not maliciously
dense (for an e x a m p le of such a dense program see ~LS1)
F(N ,K) is more closely a p p r o x i m a t e d  1y

F (N ,K): O (NK )

while in typical programs , such as thos .’ di scover’ ed by K n u t h
E K n ]  the data references tend to be so sp a r s e l y  d i s t r i b u t e d
that the rate of growth is u s u a l l y  closer to q u a d r a t i c  in N:

2
F (N ,K ) :(f~)

PAGE 13
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In generating mutants of Cobol programs , it is possible
to  m o r e  n e a r l y  a p p r o a c h  l i n e a r  g r o w t h , s i n c e  t h e  n u m b e r  o f
data refer ’ence interchanges is limited b y syntactical redun —
danc i e s . In fact , an analysis similar to the one carried
out above gives the worst case e s t i m a t e  for the e x p e c t e d
number of m u t a n t s  for a Cobol p ro g r a m  as the nu m b e r  of data
d i v i s i o n  lines m u l t i p lied by the number of proc edure
d i v i s i o n  lines. For typical Cobol programs this estimate is

2
C(N ,K ) < K N .

F i g u r e s  1 a n d  2 s h o w  m u t a n t  g r o w t h  r a t e s  f o r  a s a m p l i n g  of
F o r t r a n  a nd Cobo l  p r o g r a m s .  N o t i c e  t h a t  in  b o t h  c a s e s  ( e x —
ce p t  f o r  t h e  v a r i a t i o n  i n  s m a l l  F o r t r a n  p r o g r a m s )  t h e
estimates given above are generous upper bounds on the ob—
se r v e d  n u m b e r  o f  m u t a n t s .  In  e x p e r i m e n t s  u s i n g  CM S . 1 , we
h a v e  fo u n d  t h e  a v e r a g e  g r o w t h  r a t e  f o r  “ p r o d u c t i o n ” Cob o l
p r o g r a m s  to  be mo re  n e a r l y l i n e a r i n  t h e  pr ’oduct of ’
p r o c e d u r e  d i v i s i o n  l i n e s  a n d  K than quadr atic in N.
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P o w e v e r , a m o r e  l i m i t e d  a n a l y s i s  of  s t i l l  h i g h e r  o r d e r
m u t a n t s , s t i l l  f a i l e d  to reject the c o u p l i n g  e f f e c t :

N u m b e r  of k — o r d e r  m u t a n t s  (k>2) 1 ,500
N u m b e r  i n d i s t i n g u i s h a b l e  f r o m  F I N D  0 .

A major defect in this experiment can be brought to
light by considering the following conceptual basis for
error coupling. Just as the com petent program m er assumption
states that programs are not written at random , the coupling
effect is imp lied by the fact that program statements are
not composed at random; indeed , there is considerable flow
a n d  s h a r i n g  of  i n f o r m a t i o n  b e t w e e n  s t a t e m e n t s  of ’ a p r o g r a m ,
so t h a t  a c h a n g e  to  o n e  p o r t i o n  of  a p r o g r a m  i s  l i k e l y  to
h a v e  o b s e r v a b l e , a l b e i t  s u b t l e , e f f e c t s  on  i ts  g l o b a l
c o n t e x t . N o w  f o r  t h e  p r o b l e m  w i t h  t h i s  e x p e r i m e n t :  t h e
k — o r d e r  m u t a n t s  a r e  c h o s e n  r a n d o m l y  a n d  b y  i n d e p e n d e n t
d r a w i n g s  of 1— o r d e r  m u t a n t s .  T h e r e f o r e  t h e  r e s u l t i n g
h i g h e r — o r d e r  m u t a n t  is  v e r y  u n s t a b l e  a n d  s u b j e c t  to  q u i c k
f a i l u r e .  The e x p e r i m e n t  s h o u l d  a l s o  be c o n d u c t e d  w h e n  t.he
h i g h e r — o r d e r  m u t a n t s  c o n t a i n  s u b t l y  r e l a t e d  e r r o r s .  To t h i s
e n d , t h e  e x p e r i m e n t  w a s  r e p e a t e d  u s i n g  t h e  f o l l o w i n g
r e p l a c e m e n t  f o r  s t e p  3:

3 ’ : R a n d o m l y  g e n e r a t e  c o r r e l a t e d  k — o r d e r
m u t a n t s  of the program .

In Step 3 ’ , c o r r e l a t e d  means that each of the k a p p l i c a t i o n s
of 1 — o r d e r  m u t a n t  o p e r a t o r s  w i l l  be r e l a t e d  in  som e w a y  to
a l l  of the p r e c e d i n g  a p p l i c a t i o n s , all a f f e c t i n g  the same
l i n e , f o r  e x a m p l e .  As before , i f  a program is successfully
su bjected to m u t a t i o n  a n a l y s i s  on a test d a t a  set , then the
c o u p l i n g  e f f e c t  a s s e r t s  that the correlated k—order mutants
are also likely to fail on the test data.

In addition to FIND , we use the program STKSIM which
m a i n t a i n s  a stack and performs the operations clear , pus h ,
pop, and top.

Figure 3 contains a summary of the r e s u l t s  of the ex—
perirnent. Although , much careful experimentation under more
stringent statistical analyses must be carried out , there is
probably enough information to conclude that there is a
meaningful sense in which errors are coupled by an ap—
propriate choice of error operators.
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P R O G R A M  N U M B E R  N U M B E R  N U M B E R  N U M B E R  N U M B E R  N U M B E R
NA M E GENERATED ALIVE G ENERATED ALIVE G ENERATED AL IVE

k 2 k 3 k 4

FIND 3000 2 3000 0 3000 0
STKSIM 3000 3 3000 0 3000 0

Figure 3. Correlated k— order Mutants

The results are for the most part s e l f  e x p l a n a t o r y .  A l l  of
the live correlated k—order mutants described in the table
have been shown e q u i v a l e n t  by rather simple arguments.

Although we have attempted no thorough statistical
anal yses of these e x p e r i m e n t s , the size of the samples
(nearly 50,000 combined correlated and uncorrelated mutants)
is certainly large enough to sustain statistically sig-
nificant conclusions assuming a variety of underlying models r
an d distributions.

Less formal but nevertheless striking evidence is of the
“testimonial” variety. Since 1976 we have conducted muta —
tion analysis sessions on perhap t. several hundreds of
Fortran , Co b ol , and Lisp programs. So many instances of the
coupling of simple and complex errors have been observed
ove r suc h a w id e r an g e of p r o g r a m s  t h a t  i t  is  l ik e l y  t h e r e
is an observable effect at work.

4 .11 Reducing Complexity. Even with all of the forego-
ing reduction techniques , current technology places the
bounds of prac t i c a l i t y  for monolithic programs somewhere in
the 5 ,000 to 10 ,000 line range for Fortran and somewhat
higher for Cobol programs. Even this must be treated as an
optimistic upper limit —— certainly the technique is not
easy to apply at the 5 ,000 statement level. A s p e c u l a t i v e
but not unjustifiable technique is to use Monte Carlo tech -
n iques to sample from large populations of mutants. A sim-
p le ar g u m e n t  to su pp or t s u c h  a n a n a l ysis can be had via the - -
followin g Gedanken experiment. Let

f(x)

appear in a specific context of a program undergoing muta -
t ion analysis; if a set of test data is too weak for the
program but the program is nevertheless correct , then there
Is an a d equate set of’ t e s t  d a t a  , D , on wh i ch

�

where x ’ is some specified data reference replacement muta—
- - tion of x. But x and x ’ in these expression are BOUND

• v a riables; it only matters that they refer to d i s t i n c t
positions of a state vector which has been s p e c i a l l y
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constructed to e x h i b i t  the i n e q u a l i t y .  In other words it is
important that we are able to “ ex p l a i n ” with test data why x
is an argument of 1 , but perhaps less important that we be
able to e x p l a i n  why the argument is not x ’ or any other
s p e c i f i c  a l t e r n a t i v e .  But this can be accomplished by sam-
pling from enough a l t e r n a t i v e  choices x ’ to insure that
i d e n t i t i e s  that we are observing are not m a t h e m a t i c a l .  If
the functions inv o l v e d  are at all w e l l — b e h a v e d  a l g e b r a i c a l l y
then a l g e b r a i c  i d e n t i t i e s  can be discerned in this way (see
[DL ) for simple cases ) . In one exp e r i m e n t , mutat i o n
anal ysis on only 10 percent of the total mutant population
resulted in test data strong enough to kill 95 p e rc e n t  of
the entire mutant population.

If reliable patterns can be found by such sampling
techniques then the range of programs which can be analyzed
is expanded by an order of magnitude. We anticipate report-
ing on this research elsewhere.

There is an obvious method which will further reduce
the amount of time needed to process mutants. Since
mutants , once generated are entirely i n d e p e n d e n t  entities ,
copies of mutant description records may be distrib uted
among several computers for parallel executi on. It is
feasible to decrease r u n n i n g  times by amounts d e p e n d e n t  only
on the amount of computer resources one is willing to invest
in the anal ysis.

5. ERROR OPERAT ORS FOR CLASSES OF ERRO RS

Of course the whole point of program testing and
th e r e f o r e  m ut a t ion analysis is to detect errors in programs
that are not correct. So far we have given no evidence that
mutation analysis is a useful tool in this regard. In this ,
and in the following section , we will indicate our current
state of knowledge in this regard. First , we will describe
a w id e c l a s s  of er ror t y pes an d show b y e x a m pl e how t h e
error operators which are currently implemented are useful
in detecting errors of those types. Second —— in the fol-
l ow i ng sec t ion  —— we w ill d escr i b e a c as e stu d y of the
uncovering of a resistant , complex error in a production
system using mutation analysis.

5.1 Simple Error5. If the program contains a simple
error , then one of the mutants generated by the system will
be correct. The error will be discovered when an attempt is
m a d e to el im i n a t e  t h e  c o r r e c t p ro g r am s in c e i t s  b e h av ior
wil l  b e co r rec t  b ut the p rogam b eing tes te d wi ll gi ve dif -
ferin g results. If the program contai ns simple k—order
errors t hat are r e l a t i v e l y  independent and each er ror is ex—
pose d b y a s i n g l e  m u t a n t , t h e n  t h e e r r o r s  w i l l  a l s o  b e
d e t ec te d (see Sect ion 6 for an exam p le ) .

5.2 Dea d Statements. As described by Huang [Hua ] , many
p ro gr ammin g erro r s mani fes t  themse lves  in “dead code ” , that
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is , source statements that are unexe cutable or , more
seriously, give incorrect results regardless of the the data
presented. Such errors may persist for weeks or even years
if the errors lie in rarely executed port ions of the
program .

It is therefore a reasonable first goal in testing a
program to insist that each statement be executed at least
once. Typical methods for achieving this goal includ e for
example the insertion of instruction counters into strai ght
line segments of the program , so that a non—zero vector of
counters indicates that the instrumented statements have all
b e e n  e x e c u t e d  a t  l e a s t  o n c e .

D u r i n g  m u t a t i o n  analysis , the goal outlined above will
be viewed from a slightly different perspective. If a
statement cannot be executed , then clearly we can change the
statement in any way we want , and the effects of the changes
will not be noticable as the progra m runs —— in particular
the altered program will not be distinguishable in its out—
put behavior from the original one. There is , however , a
mutant operator which draws the tester ’s attention to this
situation in a more economical way. Among the mutants are
those which replace in turn the first statement of every
basic block by a call to a routine which aborts the run when 

p

it is executed. Such mutations are extremely unstable since
any data which causes the execution of ’  the replaced
statement will also cause the mutant to produce incorrect Iresults and hence to be eliminated . The converse is also
true . Tha t is , if any of these mutants survives the
analysis then the altered statement has never been executed.
T here fo re , ac co unt ing for the the su r v ival  of t hes e mut ants
gives important information about which sections of the
p ro g ram have been exe cu te d .

This analysis shows why apparently useful testing
heur istics can lead one astray. For example , it has been
suggested [Ham] that not executing a statement is equivalent
to deleting it , but this discussion show how such a strategy
cart fail. A statement can be executed and s t i l l  serve no
useful purpose. Suppose that we replace every statement by
a convenient NO—O P such as the Fortran CONTINUE. The sur-
vival or elimination of such mutants gives more inf ormation
than merely whether or not the statement has been executed.
It indicates whether or not the statement has any observa ble
effect upon the output. If a statement can be rep laced by a
NO—OP with no observable effect , then it can indicate at
best that machine time is wasted in its execution (possibly
a design error) and at worst a much more serious error.

Insuring that every statement is executable is no
g uaran tee  of co r re ct ne ss [GG ,Howl]. Predicate errors or
coincidental correctness may pass undetected even if every
statement is successfully executed. We will retu rn to these
errors types later in this section.

5.3 Dead Branches. It has been noted (see [Hua]) that
an improvement over simply analyzin g the execution of
s t a t e m e n t s  ca n be h a d b y a n a lyzing the execution of
branches , attempting to execute every branch at least once.
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For  e x a m p l e , t h e  p r o g r a m  s e g m e n t

A ;
I F ( < e x p r e s sj o n ’s )  T H E N  B;
C ;

has t h e  f l o w c h a r t  s h o w n  in  F i g u r e  4 .
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Figure 4.
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All statements A ,B and C can be executed by a single
test case. It is not true however that in this case all

• branches have been executed . In this examp le th empty else
clause branch can be bypassed even though A ,B and C are
executed.

However , the requirement that every branch be trave rsed
can be restated: every predicate must evaluate to both TRUE
and FALSE. The latter formulation is used in mutation
analysis. There are error operators to replace each logical
expression by boolean constants . Like the statement
analysis mutations described above , these mutations tend to
be unstable and are easil y eliminated by almost any dat a.
If t h e s e  m u t a n t s  s u r v i v e , t h e y  p o i n t  d i r e c t l y t o a w e a k n e s s
in  t h e  t e s t  d a t a  w h i c h  m i g h t  s h i e l d  a p o s s i b l e  e r r o r .

M u t a t i n g  e a c h  r e l a t i o n  or e a c h  l o g i c a l  e x p r e s s i o n  i n —
dependently actually achieves a stronger test than that
a c h i e v e d  b y  t h e  u s u a l  t e c h n i q u e s  of b r a n c h  a n a l y s i s .  For
consider the com po und predicate

I F ( A . L E . B . A N D . C . L E . D ) T H E N  . .  .

Simple branch coverage requires onl y two test cases to
test the predicate. But suppose that the test points for
the covering test are

A < B and C< D

and

A <B and C> D.

These points have the effect of only testing the second
clause. This kind of analysis fails to take into account
the hidden paths 1 1.S1] implicit in compound predicates (see
Figure 5). In testing all the h i d d e n pa t h s , m u t a t i o n
a n a l ysis requires at least three points to test the
predicate , corresponding to the branches (A>8 ,C>D) ,
(A<<B ,C>D), an d (A<(B ,C< (D).

1- 
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_ _ _ _ _ _ _ _ _  _____

As a more concrete examp le , consider the program shown 
-

in Figure 6. This progra m is adapted from [Gel] and was
studied in [OW); it is intended to calculate the number of
days between two given dates. The predicate which
determines whether a year is a leap year is incorrect .
Notice that if year the year is divisible by 1400 (i.e., if

year REM 1400 0) it is necessaril y div isible by 100 (ie ,
year REM 100 = 0). Therefore the logical expression formed
by the conjunction of these clauses is equ ivalent to the
second clause alone . Alternatively the expression year REM
100 0 ca n be r e p l a c e d  b y  t h e  l o g i c a l  c o n s t a n t  T R U E  a n d  t h e  -

resulting mutant is equivalent to the original pr ogram . - -

Since it is not obvious what the programmer h a d  i n m i n d , t h e  -

e r r o r  i s  d i s c o v e r e d . N o t i c e  a l s o  t h a t  m u t a t i o n  a n a l y s i s  -

shows that the assignment day sin (12) := 31 is redundant and -

can be removed from the program .

p
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m m i ~l i t  I: ; d i f f i c u l t  w i t h  m a n y  e r r o r s  to  d e c i d e  i n  w h i c h
c m t . ’ s o m y  t h e y  b e l o n g .

A m ethod of’ reliably uncovering d om a i n  error’ s is Ihe
l o m a i r m  s t r a t e g y  p r o p o s e d  b y  Whit e , Cohen , and Chandra s&’ karan

L W C C ] .  For a program containing N input vat’iables (e.g..
p: ir ’ . i ; ’m e t i ’r s , , m r r a y s , , m nd  I / O  v a r i b l i ’ s )  • ; m m i y p r e d i c a t e  i n  the
p r o g r a m  c m  he t r e a t e d  as  m u a l g e b r a i c  r e l a t i o n s h i p  m i n d  can
t h u s 1” .’ d e s c r i b e d  b y  .3 s u r f a c e  in  t h e  N d i m e m m s i o n a l  i n p u t
spice . T I ’ , as ot ’t em t happens , the pr esi icate is linear , t lm e m t
t h e  s u r V a c e  i s  a h y p e r p i a n e  . C o n s i d e r  a t w o  d i m e n s i o n a l
~‘ x am p i t ’ w i t i m  i m m pu i  14 v mm ’ 1mm b I e a I a nil

T h e  Cl em mm i n  s I m i t  i ’g y ts’ at s 1411 s p m’ ed Ic a t~ e us i ii g tit t’ I ’ i ’

t O S  t~ pa i n  t~ 
-; , t. we cr 1 I h i ’ I i  me

— l+. i J = ~~.

a n d  o n e  p o i n t  w h i c h  l i e s  o f f  t im ’ . ’  l i m t e , b u t  w i t h i n  an  e n —
i- e l o p e o f ’ w i d t h  U d c e n t e r e d  on t h e l i n e  (set’ Fi gu m ’ e 7 .

C a l l  t h e s e  p o i n t s  A , B a nd C .  i f  A , B , a nd  C y i e l d  ‘ or r r e l
o u t p u t , we k n o w  t h a t  t h e  d e f i n i n g  c u r v e  o f ’  t h e  p r e d i n a t e
m u s t  c u t  t h e se c t i o ns  01 t h e  t r i a n g l e  A B C .  C h o o s i n g  ~1 s n a i l
e n o u g h  m a k e s  t h e  c h a n c e  o f  t h e  p r e d i c a t e  : m c t u a  1 l y b i ’ i n g  0 111 ’

of  t h e s e  a l t e r m t a t i v e s  s m a l l .  T h e r e f o re , e v e n  i t ’ on e  de e s tt ’ 1.
h a v e  com p l e t e  c o n f i d e n c e  t h a t  t h e  p r e d i c a t e  i s  C o r r e c t  • we
h a v e  g a i n e d  some  i n d u c t i v e  c o n f i d e n c e  t h a t  t h e  p r e d i c a t e  i s
c er r  e c t

I’ A (’,F ‘i~

.1
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~ ii ’ it  i s ’ m i an  .m ‘1 y a I s , m  I a e d t ’ a 1 5 w i  t i m  I l ie  m ssii ’ .’ o 1 1 em a i mm

‘.‘m ’ m’~’m ’5 . I m m d t ’,’d tim ’ .’ d om a i n  st rategy can be  ‘ nm p l e n t t ’umtc d mm : ; t tt g
t t .1 1 t 5 i t i  O t i s ’ t ’ i a i rim p i t ’ at ’  s e i ’ v .m t i arm i a m m  a cit’ : i I i 5 It 0 1

1i i ’ s , C 5 5  .4 t’ V I Ii ,m 1 p ’ ; n 1 s A a mid B b a t - l i  I e a m m  I lii ’ 1 ju l 0 — — i t I :;
s ’ m m I y t i e  ~ ‘ t ’ s :5 a r v I Ii a I t i m  t ’ I i  n e a e ~~ i1’ .it ‘‘ t hem em’  I Ii m m I t hey d s ’
l e t  b s ’t  h 1 i i ’  0 ti t h e s aiimt ’ s i Cl e e 1’ t l I e  1 t n t ’  . He m’ e a V t  C i ’ W I ,

W i  11 W O t ’  k w i t  11 1 l i t ’ d en  a i mi St  m i t  eg y u s  i i i  ~ . t h i s  s is p 1 i t’y i m m g  m 5 —
:5 t i n t  ~i I 1 s ’tt

I ’ Im e m ’ ’ .m m’ e I iii ’ i ’C i’m ’ ret ’ a per .i t s~ m ’ s  wh  ‘h g ott i - m a t  & ‘ ni m i t  m i l l  I :-:

s’ I L l S  1 11 ~ t l i i ’ I m s t i ’ m’ I 0 g i’ n e  I’ :4 t i ’ t he r eq i i i  r I ’d p ’  I i i t  S

i n  I i i  j I j v e 1 y , we n i n  t i m i  ii k ~ I
’ :11 111 a t  i si lt m t i i i y S t 5 .15 ~~s i 5 j Ii  ~

m’ I a i n  , t  I e r t m , m  t i- i ’ : :  t e t f l i ’ p l’ I ’ Cl i ‘ i t  ~‘ i mm q t e s t  1 O t t  . 1’lu C S i ’

m It o t’ m l i t I V I ’ S  i’ i ’ q ii i t’ e t i m ’ . ’  I e 5 t. Cl ’  I s ’ : i 1  p p 1 v ‘‘ m’ Cl:: s - m m  :5 ’’ 1, i tI I l i t ’
form 5 i t’ i ’s t ci ,m I m ‘

~ why t. h ’  a I I  em ’ mm - m t 1 V C p r i’ ~1 t s ’ .1 1 e C 1 ti ll el l i e
mm a i ’d i it p Ia s ’ 0 0 1’ t l it ’ or  i g itt mm 1

Relational Operator Replacement. Ch1mi ~~ im 1 g miii

i no q u a  l i t  V 0 p e r  ~m t at ’  I e.i :4 s tr I Ct ~ 110 s l U m  l i t  y , we mm ken i ng I h i ’

e p er ’  a I s ’r • or’  5’ha  m m g i n g m ¶ s so rise g e mi t’ m ’ at i’s a m m m l  a m i t  wh e l m  e .111
e t t  I v l i i ’ e 1 ~nt t m-i a t oi l  b y  mm t. e sI ~~0 i n  I. wit in it Ox m I s ’ 1 1 y ~ at  1 5 1’ 1 1 ’ a
¶ I; i ’ pm ’ oil j ~‘ a I e • I” o r ox  l in t  p1 e C tmmi n g In g

l + ’ 1i i ~.

t o

r’ t ’ q i m i r e , ’s t i m ” t e s t e r  I.e g t ’n ’ .’m ’ m t ’ .’ m p o i n t  oh  t h e  l i n e

I ~~~~

wh I n h s~m t m s 1’ Ii’ s 1 lmt ~ f j r st pm’ ed i s’ mm I C 14 u t- wit i C it dat’ s n o t

a . m t i s f ’ y t t i t ’  ~e Csii d p r e d i c a t e .

Tw i d d 1 e . 1w Id ii’ I s mm u mm am’ y 0 pet’ a t em ’ Cl en a t  esl 1’ y + + e m ’

— — , di ’ pond I ng en i t  s se n s e  . i n  t. he EMS . y st  e mit m i s
d i ’ f i m t e sl t o  t i e  m + l  I t ’ a i s  in  i m t t e g e r ’  a t i d  a+ . O l , i t ’  a i s
r o i l . 1m m the VM S . I s y s t e m , ++a is sle t ’i n esl to be s e m i s i t i v i ’
1, a I h i ’ m mg mm it nd  0 a V .m . Tb e eon p1 em en t :m I’ y o p et ’  a I or - — ,~~~~ 

j ~;

d c f i m m i ’ l s i m i l a r l y . -

m ; m ’  a ph te a ii y • the Ct’ feet . of I wi dil l e 1 5 1. 0 5 e V  t’ l i m e

p r o p o s e d  c o m m s t r a i m m t :m s n a i l  d i s t a n c e  f r o m  t h e  o r i g i m m a l  1 m u ’
~ se’.’ Figure 8~ . In  o r d i ’ m ’ t o  e l i m i n a t  C t h e se mura l m m t t s , m C l a I m
po in t m u  ~ I. hi’ Va u ml d WI t ~ C it so t i ~ 1

’ les a l i t ’ e L i  mi a t r :1 1 mm t 14 ut t i e  I
h e  o t ii ’. ’ r’ a n~l i a ii e nte r  very c I os e I e I he or i g m n m  1 1 1 n ‘.‘
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O t h e r  Replacements. Those operators replace dat,’.
r t ’ f t ’ r e n s ’es w i t h  other s y n t a c t i c a l l y  m e a n i n g fu l  dm l t - 3
r e f e r t . n in e : ;  m i n d  s i m i l a r l y  V a r  o p e r a t o r s .  T h e s e  e f f e c t s  are
m’ela ted t o  t h e  ph~ ’ t i o m s ’n s i m m  of “ spo i l e r s ” wh i s ’lm ,m re s i e s c rj b s ’ i
in h ,3.

The pras ’tin a l effect of considering so many 1ml t er —
natives is t o  in crem i se the total number of ’  d a t a  p o i n t s
n e c e s sa r y  t’or t h e i r  e l i m i n a t i o n .  T h i s  l e a d s  b y  t h e  d o m a i n
strategy to a n  incre ased confid enc i ’ that the predicate has
b e e n  c o r r e c t l y  s’h o sen  .

For  c o m p a r i s o n , l e t us  w o r k  t h r o u g h  t h e  p r o g r a m  in
F i g u r e  Q , wh i ch  was used by White , C o h e n  and C h a n d r a s e k a r a m i
~ W C C 1  to ill u str :ut e d o m a i n  s t r a t e g i e s .  No sp e c i  f i c a t i o m t s
ar e  g i v e n  f o r  t h i s  p r o g r a m , b u t  t h e  prog”am can be compared
. m s ’, a i n s t  a p r e s u m a b l y  c o r r e c t  v e r s i o n ;  i n  a n y  c a s e  the - -

p r o g r a m  i s  useful since i t  i n v o l v e s  a m-d y t w o  i n p u t  
-

-

v a r m  a b l  es .

R E A D  I , J ;
IF I ’~ ~J + 1

T H E N  K~~I+ J— 1
E L S E  X : 2 ’ I + I ;

IF K >  1 +1

T H E N  L :I - + 1
E L S E  L~~J — 1 ;

IF  t~~5
T H E N  M~~2*L+K ;
ELSE M~~L + 2 ’ K — l

W R I T E  M ;

Figure q ,

The program has o n l y  t h r e e  p r e d i c m s m t e s :

1< J+ I , K ~ 1+1 , and I~~S.

The e f f e c t  of  c h a n g i n g  t h e  f i r s t  of t h e s e  i s  t y p i c a l , so w e
w i l l  d eal with it.

F i g u re  10 is a listing of al l  the .ml t ’ .’r’nat - i v e ~ tri e d
f or  t~~i ’ .’ p r o d  i c a t e  ~ I Some of the se arc i’ e i U f l sl mm m t t

l’ AL ’,F ~~, ‘
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( e . g . .  + ÷ 1 <  J + 1  and 1 < — — J + I )  , b u t  t h i s  i s  mem ’ & ’ l y  a i m
artifact of the generation device; the redundancies can h e
easily removed (see Section 8). The alternative predicates
introduced in this way are illustrated in Figure 1 1 .  The
original predicate line is the heavy line. White et . m l .
hypothesize that the program of Figure ‘) contains the
errors:

statement/expression should be 
I —

I K > I ÷ 1  K~~’ I + 2
1= 5 i 1 = 5— 3

L = J — 1  L = I — 2  4

K = I ÷ J — 1  T H E N  I F ( 2 ’ J \ — ’ ’ I — ~4 0 )
T H E N  K = 3 ;
ELSE K :I+J— 1 ;

We leave ot to the reader to verif y that attemptin g t o
eliminate the alternative K > I + 2  necessarily ends with I-he
discovery of the first error . Note that this is not trivial
since errors 1 and II can interact in a subtle way . In t h e
sequel we show how the remaining errors are dealt wi th.

P A G E  ~ 
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1 . IF (I < J )
2. IF(I <J+2 )
3. I F ( I  < J + 1 )
14 IF(I < J + J )
5. IF (1 < 3 + 1 )
6.  IF(2 < 3 ÷ 1 )
7 .  I F ( 5  < J + 1 )
8. I F ( I < 1 +1 )
9.  I F ( I  < 2 + 1 )

10 .  I F ( I  < 5 + 1 )
1 1 .  IE (I <3+5)
1 2 .  I F ( — I <  J + 1 )
13 .  I F ( + + I < J ÷ 1 )
114 . IF(——I< 3+1 )

1 5 .  I F ( I  < J ÷ 1 )
1 6 .  I F ( I < + + J + 1 )
17. IF (I < — — J ÷ 1  )
18.  I F ( I < - ( J + 1 ) )
1 9. IF(I < J — 1 )
20. IF ( I < M O D ( J , 1 ) )
2 1 .  I F ( I
22. I E ( I < 1 )
2 3 .  I F ( I < J + 1 )
2 14 . I F ( I = J + 1 )
25. IF (.NOT.I :J+1)
26. IF (I>J +1 ) L

27. I F ( I > J ÷ 1 )

Figure 10.
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~h e is ‘- oCl  uc I en of ’ t tie mm am’ V + + a r t  Cl —— a pe  m a  I er ’ S 0:1 1
I’ e g ‘ i i  ‘ a 1 ,‘ - ‘Cl 1 :s a e v  em’  - 1 m i sc Vu 1 w a s . i l l  a d d  i I i en I e I ti e

I ~‘ e e “ . m 0 :- s , w e c o i ì s i d e n ’  I I; e u n o r  y e p e r 1 m  t a m’ — a m i d  t h e

~‘ \ 5’ .1 — S V I I  l - ‘ ‘ i ~‘ ~) ~‘s t ’  a I a m ’s  A .m b so ‘m s i t  o V a l  U n  , — A ~:
n t ’  d~ a t v a b  so I t e v ,m I u e , m n  Cl -

. P U S H s’ em’ e p m i s  ti ) . ~ ens i Cl e r
‘ ‘ I t ’ :5 ’ 1 ’ C ’’i ’’ t

or  C l C~~’ to C l  1’s  j m i , m  t o  t l t e  nut i r t t - s

A =  A h S(Bt + s’ ,

A = B + A B S~~C~ ,

om i .1 -

A = A B S ~~B+C~

we ::ss:s~ g e n er i ~~ e a set of test points in w hich is m l egat iv~’

~~SO i h a ~ ~~~+ - ‘ Cl~~ft ’em’ a t’r’ e:n A B S m B + ~~ , C is n e g a t i v e , a t m - i  : ÷ ~
n e g a t m v e  ‘ \ ‘ ~~i 5 ’e t h i t  i f  i t  i s  i m p o s s i b l e  for B t o  h e

st ’~~a I s s e  ~her i t s i s  i s  i i i  r q u i v m m l e n t  ‘ m u t a t i o n . Tit .u t is , the
a ‘ cr ” d  ‘e~~ ” t ’s: :5 ,‘ ,~~~

-i i v  u l t ’n I  to the or 1 , i m la ’s 011 0 , I n  t h i  a
c a :; t ’ • e p c 1 ~‘ r a ‘. a it a f t Ito s e a i t  e m ’ ii a t i v s’:; c a it e ; t t i e  m’ 1 r
.m n s a  : :~ 5 :0  e e ‘ ,i ‘‘ . ‘1 5 e s  m n  d e c  mmm’s on I a t i o ni a i Cl , Cl n p s ’n Cl s n  g u p 5 1n

0 5 ~
- r :~ 

‘ - - ‘ . ‘5 ‘ : I’ W . I ’ll e t o  p i c e C e s~~m m i v a l  n m i t  :‘: s: I an a
I e ,i ~ ~‘ .i : - m ~~~ m ,  I . i  e m ’

I’s s’, ”siLi ’ : . m s 5 : :o n~ s i e g m I  ly e a b s o l u t e  v a l u e  i r i s e s - t i e s
- ‘ s’ c , ’~ I - -  e I es ‘ i * . m e I’ e r o s I t i v e . We u s e  t h e  I e m’s d am a i n

p u s  hi n g C e’~~~~
1::s S “ O s ’ 0 S S . By mm ml a 1 e g V I 0 Itt Cl 05 ,i I S

u ’ a I  l o s : 5 p u s h  the te st e r i n t o  p r oduo ~~ rt ~~
¶ 0 5 5  0.15s’S ~~

- ,‘“o I H i t ’ t e ” s a i ’ t s  s a t i s f y liii ’ g ive n  m ’equ ire ms ’st t s .
,‘ e s e  ‘ i~~~ ’ i s  .m ’ :  e p s ’r a t o r  d e f i n e d  so t h a t  ~l P U S H ~ x~ i s  ~

C is art ,‘ - l i ’ e • mmd her w i s e s un Cl e f i n o d  a e t ha  t t : e
d s e s  : “ i : n e i t a t t ’l y .  Hence t h e  e l u n i n a t  i o n  o f ’ t h i s  H

‘1 11 - i  ‘ t 5’ 0 m : 5’ C S ~t I t’s I pe mn t i n  w ~i i c i t  t i m e ox pm ’ e as  I ott X h a  s
h t ’ V O l  ue ,‘es ’ ’ .

A p p l y i n g  t h i s  p r o c e s s  at  e v e r y  p o i n t  whe re a n  m m h s a l s m l s ’
va 51 ’ .’ S I ~~~~ ‘ . m n  b e  i nse :’t i’d g ~v ea a scattering s’ t’ t’e5 ’t . T h e
i ’ .’ s t e m ’  is f o r c e d  to in cl ud e t e a t  c a s e s  a c t  in~’

, in v ,mi’ ious
ties i t  1 011 :5 ~ si a e v en’ a 1 p r o  b I em don  a i r i s . V em’ y a I’ t cit , 1 n t t i e
p m ’ e a s ’ s l s ’e o f  ~i r i  e r r o r s t h i s  s c m t t e m ’ L rt g e f f e c t  c a u s e s  .u t e s t

~‘m1SO t o  h s ’ g e n e r a t e d  ; r t  w h i c h  t l~e e i ’ r or  is ox p1 i s ’it
i~ a t u r n i n g I e 1 ii e e x .t ‘is p 1 n i it F i g U t’ e ~) • w e 0 i f l  g e mm ‘.‘ s’ a I r

t t ~~’ a d d i t i o n a l  m l t e r n a t i v e : ;  s h o w n  it i F ig u r e  1 , ’ . Fi gure 1
shows I-he donal:I s i n t o  w h i c h  these m u t a n t s  p u s h . E v e m t  t t i ~~s
:;i :niplC :‘xamp ie gene rates u 1,t r’go number ’ of  m ’ e q u i r e m e n t  a- !

I
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1 . IF s Ab:~ 1 1 )  ~.1 + 1 )

.2. 1 F~ I ‘A b~ Cl + I

~~, IN I “A B S s J  +1 ~ )
U . K = L A B S s i ) + I ~~— 1
L-~ K:~~ I~~A B S~~ I ’ I — 1

• K = A h S ,  I +J ‘i~~ 1
A I l S s, i, 1+3 ) — 1 ‘I

S. i~H .’A b S 5 f l ÷ 1
‘-) . K~~A b S ~~.’’1l + I

1 5 1 , K = A b 5 5 ’’l-.- l
i i . l F s A l ~S sK 1~~l + 1 ~
1 ,’. iF~~K~~A i S , 1
1 ~~. I F~~K~,A Il S~ +1 ‘~~~ -

‘

1 ’4 . L z A b S ( H + i
1” , L=A B S~~l + 1
it ’ . L z A b S 5 . f l — i
17. L ZA B S¼ ,i_ 1 )
I ~~~. I F ~ . N s tI’ . A B s ~-~ ~ ~ ~~~ )
i d . ~~~‘ ‘ A f ; ~~¼ L ~~+ K
,‘O . M= .i* L , ÷ A B S c K
.~ l .  ~1 = A ~~~ s,’’L+K~
.2. . M= A B S m L 1 ÷ , ’ * K_ l
,‘3 , M =L÷ .’~~ftBS~~K ’ — 1
,

_
‘ m 3 . M : AB S , L + . 2* K )_ 1

,~~~~~~• M = A B S ~~L+ 2* K _ 1 )

F i g u r e  1 2 .
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One effect of the error L = J — 1  is that any test poi nt in
the area bounded by I:J+1 and 1=1 will return an  incorrect
result. But this is precisel y the area that mutants 8,9.
a nd 10 p u s h  us i n t o . So , t h e  e r r o r  c o u l d  n o t  h a v e  g o n e  u n —
discovered in mutation analysis.

This process of pushing the tester into producing data
satisfying some criterion is also often accomplished by
other mutations. Consider the program i n F i g ur e 1 14 , w h i c h
is based on a text reformatter program by Nau er [Nau ] and
w h i c h  h a s  b e e n  p r e v i o u s l y  s t u d i e d  in  t h e  p r o g r a m  t e s t i n g
literature EGG ].
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a li r ’ mn : = FALSI -
P ii C pa s : = :)
f i l l  : = ( ;
H E P E A T

i mm e h a m ’ ,i n I i ’ m ’  ( s’w 1
I!’ s’w iU. or s’w NL THEN

I F  t’ i l l -+ b u t ’p o s  m a x p o s T H E N
e u t c i t a m ’ a c t e r i B L )

ELSI :

a mit n h mm I’ ;~~~ ‘ t e r ( N I )
f i l l : = O ;
F s’H k : = 1 ST Fl’ 1 U NT I L P u t ’  p a : ;  Pm )  a at  ~‘ i m  . i t ’ a n  t i  r l u  C I i ’  r
t’i I I  : = t ’ i l l + b u t ’ p o s ;
P u I’ pa 5 : = m l

~: N P

~: L : F
IF bu l pos = m a x p o s THEN 1 i lam’ mmt::TR U E ;
E L S E  B E G I N
P Ut ’ 

~~O a: P Ut’ ~ O a + I ;
b u t ’t’i’m’ [buf po s] :=nw

E N D
U N T I L  a l a rm  o r  s’w = F ’I’

Figure 1 1 4 .
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Car t  a j Cl s ’ 1’ 1 i i ’ . ’  111 111.111 1, wh 1 cl i  m ’ e p 1 .i ci’ a I it ’ .- C m m’s I a t  ,m t i ’m I ’ l l  I
I m I I : U w i tim t. he s t a t er n  i ’ l l  I t’ i l l  : 1 . T i m e  e 1’ 1’’.’.’ t a t ’ I h
n u t  , i t  1 O f l  i S  t o  ta r e C m m I C a t  C a s e  t o  h i ’ do I’ m lii ’ t  j i m  w i t  m u  I, it --

i r at . We r Cl 1 a 1 o :; a l it a i m  in mi x pa a 1 ’ i m . i m ’  an  I i’m a I a i m  g . ‘I ’ i m :; 1 e :;

e as e  t i m e r t  d e t e c t s  one at ’ t .iit ’ liv ’ .’ i-’m ’ r’o r’ :; i,)m L. s’, j m i .i i 1 y ri ’poi ’ t i~~i

n t iii ’ pr ’ o g  r a m  i ~ I . Tim o a mit’  pr  a i m mg t i m  i :i g  t :; I ii i  I I he n I’—
t’ i ’ ’  t o 1’ 1 h s a rim ut a t I on :; Cci i i  s to Pt’ t o t .  ,i 1 1 y an r e 1 a t~ i ’d t o  I im t

a t , t t e m i ’nt in w h i c h  t h e  mmi u t . . i t  j a i l  t a k e s  p l~ i - - i ’!

5 .6  Special Value s . A m m a t i m i ’r t ’e rt i m o f  t e ,s t  w l m m n i t  ; , 4 :;
ho ‘n irm t r e d  U s ’ t~s1 b y  lie wd e r m  H o w , ’ I m a spec ia 1 values I 0:1 1 - t r i g
Test i n g a f apt ’s’ m a I V a I u es i s ‘.1’.’ t’ i n o d  i m m I em rim s a 1’ a it mmmii  b i t’ 0 1’

“ m ’ u I  es ” . Fe r e x a m p i e

1 . F v em y sub ’.’ x 1it ’  C :; :; I si ll a its ) ml I Cl l’ t’
I C s t o Cl a ii mm t. I e a a 1 0 mm e I e a I. n .i ii e w P i C P
Co r c e s  t i m ’ .’ ox pm’ e as  m s in  I a Ii,’ 5’. i ’ t’ 0

Ev em’ y V a m ’  m a P 1 e ,m t t Cl e v i’m’ y :; uP;’ x —

pm’es sien should take an a C l i s t i m m a t  :;et
of ’ v a I a  u’s i mm t. he I ost C mi s t ’

l b  e m’ O l ~ 1 I i art s it i p b e t  Wi ’ i ’ll lii e 1’ i r :5 1 i ’ U 1 e a im Cl Cl aiim , i  i l l  p11 : ;  ii —

ing (vlsi ~ero v a l u es m u t a t i o n s ~ has .mli ’ead y bs’ t’mi s t j a s ’u .sss’ sl ,
Tit i’ a en and ru t e 1 a mm m i do ml ~ ~m h I y ti n p ar ’  1 a r m  I . I I’ 1 WI ’ v m m ’ - i  fi Ii ’:;
an ’ ’.’ mu ways g i v o n  t h e  s a m e  s - a l  u~’ t - i m u ’n I he y , i i ’ i ’ n e t  i s ’ t  s n g  ,l :s

roe v a r i a b 1 es Jit Cl a I’ i’ Vi ’ t’ e n c i ’ 1 0 1 i i’.’ 1’ i r a t  c aim li t’ m iii 1 1’ a m’ s; I v
m’e p 1 aced w i t P ,m r ’ e t’i’ r e n s ’ e I a tim o sec en ~i • Bm i I t l it a 1 a a I a - ’
art error operator a m t d t i l e’ O X  I s t , e t m n e  o f ’ t hess’ rm mmi t . 4 1  1 - i l l S  e n —
fo m ’cea the g a i l s  o f  H u h ’  2 .

A a-i i g Pt I y m a r ’  e g O U  01’ a I rim etita Cl a 1’ en  C o t ’ ~ ’ i r i g  ~ ; i. e 2
in ight USC the foil 0 t~’1 mm g dc v i s ’ e , A a flt’s’ i a I . i m ’  r - i  y e x i  c 1 1
1 a r g e as the number a I’ :; u P  ox p m ‘.‘s a i aim s I a be 1’oi im p U I t’st iii 1 1;t ’
p l’O g r am i a- k e  p t  . V a cit e it t m’ y in I t i m :5 .4 1’ t ’ I  y 1; .ia I a Cl —
Cl it i a mim i I tag b m t a w P 1 cii .41’ ’.’ i i i  I i a 1 i ~-~- ,i I a I iii’ m m I a w v a 1 sin :;
i n s t  t nat i ng that lit ’ .’ mii’ i ’ m y  m :; nit i n  i t m u l  m ,‘e C l  , A:; t’i ’.’i m : ; m i h e  x —
p r e as  i on  i 5; e n s ’ a m in t I i ’t’ e si Sn I m it ’ m m , t i m e  v .i I a’.’ ~ i I I it,m I ~~s ’ I itt 1

r t ’e a m ’ d e d  tnt t,hi’ an’ r a y  imt sl t he’ I’ ij . sm t I . , ig  t im 1 i s :;e I Hi I’—
so q ( 15 ’ m m I I y • wit  em m til t ’ :s u P  e x p m’ es a- i a u  m :; a g a Si c ’ 5 I , ’O m i n t  t ’ r ’ t ’,i I ’
tim ’.’ se~’ort d I ag is a - ti 1 1 5-’ft li m o e um ’i’ c ’nt v m l  lit ’ s i t ’ I im ’ .’ ex  p m ’ ’.’ a —

a- i on i a- a am p a m ’  e11 m i g  a i it at I he m ’ i’ce m’ d e~i v a 1 m m ’ .’ • I t ’ 1 i t - :10

v a I m ic a Cl i V t ’s’ m ’ I it e : ’~ O s ’ 0 mid I a g is at ’ t. I .e P m g it v ~m 1 U i ’S at  it ’ .’ : —

W i 55’ 110 C l i  ,1 n g  e i a in m d i - • By C o m i m m  I i m i  p~ I ito:; ’.’ e \ p 1’ i ’S :;  1 s ’~~i S 1 51

w h i ci t  t h e  ses’ and 1 a g h m 1 m a  I a w , i  m i d  I i t ’ .’ f i r’ a 1 i s  P m g 1; oil

~‘a n  i mm f’e m ’ wit  s c I t  s’x pm’ i ’S a- i ot t  a h a s  e ito t i i ,m l I iii ’ i i ’ v a 1 ue  :~ a I - —
t eresi a v or t i t es t e a  I ~‘a:; e . M u  I ,i 1 1 e n S  CO  m i 1 Cl b e  ~‘ s ’mi s I r ’ s m c  I i ’ st I s i

rev o mi 1 tim a . Tb i a I C c l i i i  I s~ 110 a a maim t i r I a a sit’ m i :~ t ’ 1 i it a

c o m p i  b r  s y s t e m  b y  H a m l e t  L h a r i i l

5,7 Coinc idental Correctnes s . l ’h t ’ i - o a m m m I  a s  i’ v a l m m i t —
ing a g,iv i ’n test p am m l t i s  u’oins’ide nt all y s’orro.’t 1’ t s i ’
r ’ C:; u 1 t mat n h e  ;; t i l t ’ 1 ii I o mi d i ’d v .11 U i ’ 1 i 1  a p i t t ’ a I u _ ‘ isn p at a 1 1 ‘ii

o t’ r or . For  exam p 1 t ’ , m t ’ , m I I s ’ i l  m’ t t ’ at Cl , m 1 a m’ ,‘:; m i 1 1 :; ii t hI ’ *

V a r t .11) h e I t a 1< i ii g ot t  I i i i ’  v .m I L i i ’ :; 2 mm 5t ~ , I I ;  C S ;  I tIn  ~ ‘ ‘ m m ;  p m t  .1 -

I m a n
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-j m m m v h i ’ coi nc id e n t a l l y  c o r r e c t  i f  t h e  i n t e n d e d  c a l c u l a t i o n
- i

J = I * * 2

The problem of coincidental correctnes s is rea l l y
c i ’ t t t r a l  to  p r o g r a m  l os t  i n g ,  E v e r y  p r o g r m m m m n e m’ w h o  t e a t s  a n
i n c o r r e c t  p r o g r a m  , u n d  f a i l s  to  V m l  t h e  e r r o r s  h , m s r e i l l y
en countered an insta nce of c o i n c i d e n t a l  corrt ’ctmm es s. I n
s p i t e  o f  t h i s , there has been no direc t ass ault oni tit i’

p r o b l e m  a nd some  a u t ho r s h a v e  g o n e  so f a r  as to  s a y  t h a t  t i m e
p r o b l e m s  o f  c o i n c i d e n t m m l c o r r e c t n e ss  a r e  i n t r a c t a b le  ~W C C ] .

t n  m u t a t i o n  a n a l y s i s . c o i r m c i d i ’n t a l  c o r r t ’n t n o s a  i s  i l —

t m i c k e s l  b y  b y  t h e  U S t ’ of ’  spoilers. Spoile r s  i m p l i c i t l y
r e m o v e  f r o m  n o r t s i I e r a t i o i i  data poin t s f o r  which the m’ u’sults

CO  U 1 sI a by i e u a b y Pt ’ co i n c i d e n  t a i i  y s’arr cc t — — LIt I a- “ a- po i i : ’- ”
t h o s i ’  d a t a  p o i n t :; . F o r  exa inp i F ’ by e x p l i c i t l y  c r e a t i n g  t t m i i ’

m u t a t i o n

j = I * 2  — — ~~~ — I ’ ’2

w’.’ spoil those test case s for which 1=0 or  1:2  are
n o i n c i d e n t a l l y  correct and require that at lest on’.’ ti -at
ease have an alternat ive value .

C o n t i n u i n g  w i t h  t h e  e x a m p l e  o f  F i g u r e  ~t 
• F ig u r e s  15 - m a d

16 show the spoilers and thei r effects associm i ted wit - h t h e
statement M= L + 2 K’- l . Notice that a single sp o i l e r  may h i

associated with up to four diffe r e nt lines d epending an th i ’
out come of the first two pre dicates in the program. In

~ oomet ri c terms , t h e  e f f e c t s  o f  t i l e s p o i l e r s  a re  t h m m t w i t h i n
eac im d a t a d o m a in f o r  e a c h  l i ne  th e r e  m u s t  be a t  l e a s t  an t ’.-
t est case which does not l ie on the given l iii ’.’. I t b r om l - l
terms , t h e  e f f e c t s of  t h i s  a r t ’ to req ’iir e that. mu lam’ gi num-
ber of dat a points for whi ch t h e  p o s s i h i b i t i t ’ s ot ’
c o i n c i d e n t a l  correctness 5ire v ery a-I m ghl .

-- 
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1 . M=(L +1’K)~~ 1
2 .  M = ( L + 3 * K ) _ 1
3. M~ (I+2*K)_ 1
4. M = ( J + 2 * K ) _ 1
5. M~~(K+2*K)_ 1
6.  r .t= (L+2*J)_ 1

7. M= (L+2’I)—l
8 .  M= ( L + 2 * L )_ 1
9. M= (L ÷I*K)_ 1

10. M= (L÷J *K)_ 1
11.  M : ( L ÷ K * K ) _ 1
12. M= (L+L*K) _ 1
13. M :(L+2*K)_I
14 . M :(L+2*K)_J
15. M = ( L + 2 * K ) _ K
16. M= (L+2*K)_L
17. M= (1+2 *K )_ 1
18. M= (2+2*K)_ 1
19. M= (5+2*K )_ 1
2 0 .  M = ( L ÷ 2 *1 ) _ 1

21. M= (L+2*2)_ 1
22. M= (L+2*5)_1

2 3 .  M = (L ÷ 5 * K )_ 1

24. M~~(_L÷2*K)_ 1
25. M= (L+—2~ K)— 1
2 6 .  M = ( L + 2 * _ K ) _ 1

27. M= (L+2*_ _ K )_ 1

28. M _ (L÷2*K )_ 1
29. M=_ ((L.+2*K)_ 1)

30. M= (L+2÷K)— 1
31. M= (L÷2—K )—1
32. M= (L+MOD(2 ,K))— 1
33. M= (L+2 /K)— 1
314 . M= (L+2**K)._ 1
35. M= (L+2)— 1
36. M = ( L + K )— 1

37 .  M = L_ 2*K_ 1
38. M= (MOD(L .2*K))_ 1
3 9 .  M = L / 2 * K _ 1
40. M=L*2*K _ 1
41. M~~L * * ( 2 * K ) _ 1
42. M = L— 1
43. M= (2*K).. i
4 4 . M=L +2*K+1
45. M=MOD (L+2*K ,1)
146 , M~~(L+2’K)/1
47. M :(L+2*K)*1
48. M= (L+2*K) **1
49. M :(L+2*K )
50. M = 1

Figure 15 .

P A G E  4 3

I t,,,~ ‘

.-~~~~~~~~~~~~ -- - - ~~~~~~~~~~~~ - -——-‘ ---  - ~~~~~~~~~~~~~~~~~~~~~ ‘~~~ -~~~—-~~~ - L_ .  - 
‘
~~~



~~~~~~~~ -~~~~~~ -~~~~~~~~~
- - -

~~
-
~~~~~

-- -
~~~~~

- - , -
~~~~~~~

-- -.

‘4C
3

‘~~ 1 

/~~
/ /~ ~

PAGE 44

~~~~ 
--

~~~~- - ~~~~~~ ~~~~~~~ -- ‘
,
~~~~~~~~~~~~~~~~~~~~ -‘



s)f’t’.’fl t h e  t ’ a n t ,  t h a t  t w o  e x p r e s s i o n s  a r e  c c i m f l c i d ’ .’ n t a l l v
l i i i ’ same over t h e  i n p u t  dat a is .i s i g n  o f  a p r o g r a m  a m m a n ’  or
‘.-if poor testing. Tim e sorting pm ’ogram of Figure 1! i s ;  f i ’ o mn
[W ir ) . and it performs eorn ’ectl y for a large :s um b er of input
value s. If . h o w e v e r , the statements followin g t h e  IV
statement are neven ’ e x e c u t e d  f o r  s o me  l o o p  i t e i ’ , u t i o m t  i t  t a
p o s s i b l e  f or  iH to he incorrectly set a n d  a n  i n c o r m ’ e c t l y
sorte d arra y w i l l  result ,

By constructing the m u t a n t  wh ich replaces the s t a t e m e n t .

a ( R 1): = H O  = ‘ a ’ .  H 1 ) : a sH 3

i t is clear that there ar e  two ways of’ d e f i n i n g  HO , om tl y one
of which is used in the test data . Th is exposes the error .

h
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FOR R 1:O BY 1 TO N B E G I N
Rd : =a ( R i ) ;
FOR R 2 = R 1 + 1  BY 1 TO N B E G I N

IF  a sR2~ ‘Rd THEN BEGIN
H O :  :a (  H . ’);
H ~ :

EN I)

E N D

a(R 1): =RO ;
a( R$ ) := R ,’

E N D ;

Figur e I T  
- ‘
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5.8 M issing Path Errors. A progr a m c o n t a i n s  a m i s s i n g
p a t h  e r r o r  it ’ a pr ed icate is required which does mmo t appear
in i he subject pro gram , c a u s i ng some  da t a to be c o m p u t e d  b y
the san e function when an m il together different fun cti on of
the input data is c alled for. The defi n i t i o rm  is due to How—
den [How2J . Such missing pred icates can r e i l l y  be the
result of two d ifferent problems , h o w e v e r , so we m i~~itt
consider the following a l t e r n a t i v e  d e f i n i t i o n s .

A program conta ins a specificational missing path error
if two cases which are treated d i f f e r e n t l y  i n  l i t ’,’
specif ications a r e  i n c o r ’r e c t l  y c o m b i n e d  i n t o  a s i n g l e  func-
t i on in  t h e p r o g r a m . Ont the other hand , a pr ogr su mmm con t5 m s mt a
a computational missing path error if w i t h i n  tit e d o m a i n  of a
s ingle s p e c i f i c a t i o n  a p i t h  is m i s s i n g  which is r e q u i r e d
o n l y  be c a u s e  of  t h e ’ na tu r e  o f  t he a l g o r i t hm or  at’ the d a t a
i n v o l v e d

An example of a specificationa l error is the fout ’ t it
error from t h e  example in Section 5 . 5 .  A l t h o u g h  t h i s  e r r o r
m i g h t  r e s u l t  f r o m  a s p e c i fi c a t i o n  t h e r e  i s  n o t h i n g  i n  t h e
code itself which could give any hint that the data in the
range

)*J ~ S’I— 140

is to be handled any differently than shown itt tim e pr o gra m .
As si n e x a m p le of the second class of pm t th e r r o r

consider the subroutine sh o w n  in  F i g u r e  18 , w h i c h  i s  a d a p t e d
from [KP]. The input cons ists of a sorted table of numbers
and an elemen t which nay or may not be in the table. The
only spec ification is that upon n’eturn

X sLOW) I A ~~ X (H l G H )

a n d  F
H I s H  < LO~~+1 .

A problem arises if tim e program is presented wi th a table 01’

o n l y one entry, in wh ich case the program diverges.
In the spec ifications there is no clue that a one—ent m’ y

table is to be treated any d i f f e r e n t l y  f r o m  a k ’ 1  e n t r y
table. The algorithm makes it mm s pecial case.

i ’A 5E 
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C o m p u t  i t ion.u L ;:issing p a t h  p r o b l e m s  i r e  u s u a l l y c a m m s ’ .’u
b y r ” q m i r e m e n m t s  t o  tre at ce rtain va lues (e .g., m - ’g~u t 1 v e  r l u r ~—
hers) d i f f e r e n t l y  from others. When t h i s  o c c u r s 1 d a t a  p u s h -
i n g  and spoiling often lead to the detection of t h e  errors .
In the example under consideration here an a ttempt to ki l l

~‘ither of ’ the mutants

IF (H IGH—LOW ~~1 ) 1 2 , 12 ,7

or

MID= (LOW+H IGI-1)—2

w il l  cause us to generate a test case with a single e l e m e n t .
Si nce mutation anal ys is —— like all testing t e c im m tiq ues

— —  deal s mainly with the program under test , the pr’ob lern of
deal ing with s p e c i f i c a t i o n a l  m i s s i n g  p a t h  e r r o r s  a p p e a r s  t o
be c o n s i d e r a b l y m o r e  d i f f i c u l t .  U n d e r  t h e  C o m p e t en t
P r o g r a m m e r  A s s u m p t i o n  a n d  the Coupling Effect , how ever , a
t e s t e r  w h o  h as suc c e s s  to a n  “ o r a c l e ” for the pro gm ’am
spec i f i c a t i o n s  can assume that the mutants covet’ all program
b e h a v i o r !  So b y c o n s u l t i n g  t im e s p e c i f i c a t i o n s  t im e t e s te r
can detect missing paths by noting incomplete behav i or and
t h u s  u n c o v e r  a n y  m i s s i n g  p a t h s . Bu t  s i n c e  t h e  a s s u m p t i o n s
o f  a c o m p e t e n t  p r o g r a m m e r  a n d  c o u p l i n g  a r e  s t a t i s t i ca l  an 5i
s i n c e  i t  m a y  be i n f e a s i b l e  to  c h e c k  f o r  i n c o m p l e t e  b e h a v i o r ,
t h e  c h a n c e s  o f  detecting such missing paths are not c e r t a i n .

To see this failure , consider the missing path e r m ’ o r
f r o m  s e c t i o n  5 . 5. I t  is possible to  g e n e r a t e  t e s t  d a t a
w h i c h  i s  a d e q u a t e  b u t  w h i c h  f a i l s  t o  d e t e c t  t h e  m i s s i n g  p i t h
error because there is no ora cle to c o n s u l t  f o r  com p l o t e m m ’.’ss
of behavior. This appears to be a fundam ental l i m i t a t io n  ~~~~~

the testing process. Unlike , say, program v e r i f i c a t i o n ,
p r o g r a m  t e s t i n g  d o e s  n o t  r e q u i r e  u n i f o r m  a p r i o r i
s p e c i f i c a t i o n s ;  r a t h e r  we o n l y  :usk t h a t  t h e  t e ster he a b l e
t o  j u d g e  c o r r ee t n e s s  an  a c a s e — b y — c a s e  b a s i s .  I t i s  o u r
v i ew t h a t  t h e  o n l y  w a y  to  a t t a c k  t h e s e  p r o b l e m s  i s  t o  a t  a r t
w sth a core of teat cases generated from spec i fi cat i5: ; 5 • m a —

dependent of the subject pr ogr am. This “ore of’ te a t  cases
can then be augmente d to achie v e  stronger g o a l s .  W c  not e
that some prel i m i n a r y  work on generating test d a t a  f r o m
specifications h a s already been reported [ G G ,stW~~.

5.9 Missing Statement Errors. By anaJog~ - w m t i t  : “ i s a , n g
path ern ’or s , a missing statement error i s  d e f i n e d  b y  a
s t a t e m e n t  w h i c h  s h o u l d  a p p e a r  i n  t m ’ .’ p r o g r a m  b u t  w h i c h  d en s
n o t .  I t  i s  n o t  c l e a r  t h a t  t h e  t e~’h n ~~q u ’ .’s o f  s t a t em e n t

a n a l y s i s  c a n  be u s e d  t o  u n c o v e r  t h e s e  e r r o rs . i f l  f a c t , m l
i s r a t h e r  s u r p r i s i n g  t h a t  m u t a t i o n  a n a l y s i s — — ~~; t ’ .’cim n ~~ ;u’.’
w h i c h  i s  d i r e c t l y  o r i e n t e d  t o w a r d  ex m m i m l i n g  t h e  n l ’t’e c t  c- ” a
modification to mm s t a t e m e n t — —  c a n  be u s e d  t o  d e t e c t  m i s s s i m m c
statements m t all!

To see h o w  t h i s  c a n  he .mcc emplishnd , c o n s i d e r  t h i ’
p m ’ o g r a m  s h o w n  in  Figure 1’ . ) . T h i s  p r o g r a m  a c c epts a v e c t o r  V
o f  l e n g t h  N a n d  r e t u r n s  itt M P S U M  t h e  v a l u e
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V ( i ) + V ( j +1 ) + ... + V ( N)

where j~~i— 1 is the smallest index such that V(j) is strictly
p o s i t i v e .  In degenerate cases , MPS UM =O is returned.

T h e r e  i s  a m i s s i n g  R E T U R N  s t a t e m e n t  w h i c h  s h o u l d  follow
the IF statement . The effect of the error is to cause um ’i-
d e f i n e d  beh avior when the vector V is uniformly nonpositive
(undefined , since DO loop var iables are of indeterminate
value after normal completion of the loop) .

A simple mutation of MPA DD is the transf ormation ~
‘ 

-

DO 1 I= 1 ,N == > DO 1 I= 1 ,N+ 1 .

This mutant fails onl y when the loop executes N+ 1 times . In
this case all elements of V are nonpositive and the original
program fails , so eliminating this m utant uncovers the
error. But even after adding the return statement , t4PADD
will still be incorrect due to a missing path error. We
leave it to the reader to di scover the error b y considering
the mutant

DO 1 I= 1 ,N == > DO 1 I= 1 ,N — 1 .

I—

-4
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S I B R O U T I N E  M P A D D S V  • N ,M }’SUM t
I N T E G E R  V N ) , N , M P ~~U M  - -

MP SUM 0
b’,t 1 I~~ 1 , N -

I F s  V I ) .GT. o)G0 i’d 2
2 M~~I +1

3 I~~M . N
M P S U M ~~M P S U M + V S D
R E T U R N
E N P  

-

I

0

Fi g ure 1’).
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6 . A C A S E  S T U D Y
To see t h e  e f f ec t  of  m u t a t i o n  a n a l y s i s  on a t e s t e r  w h o

is a t t e m p t i n g  to locate and remove program errors , it is
w o r t h w h i l e  to  e x a m i n e  a debuggi ng session for a program that
i s  n o t  k n o w n  b e f o r e h a n d  to  be “ t e s t ab l e ” . T h i s  c a s e  s t u d y
d i f f e r s  f r o m  p r e v i o u s  m u t a t i o n  d i a l o g s  w h i c h  we h a v e
r e p o r t e d  L b L S 1 , D L S 2 , L S ]  i n  t h a t  o u r  p r e v i o u s  r e p o r t s  d e a l t
w i t h  p t ’ o g r a m s  s t r o n g l y  b e l i e v e d  to  be  c o r r e c t , f o r  w h i c h
m u t a t i o n  an alysis was used as a tool to increase our con-
f i d e n c e  i n  t he  p r o g r a m ’ s correctness. T h e  s u b j e c t  p r o g r a m
to be Jiscussed here is known t o  c o n t a i n  a t  l e a s t  one
“ resistant ” error; the error had resisted all of the usual
d e b u g g i n g  t e c h n i q u e s  s u c h  as  s e l e c ti v e  traces and statement
inst ,rume ntation . Hence , mutation anal ysis is used here not

~m s a test data evaluator but as a tool for systematic debug —
g i n g  a n d , p e r h a p s  j u s t  as  i m p o r t a n tl y ,  as  a c o n v e n i e n t  r u n
t i m e  e n v i r o n m e n t  f o r  F o r t r a n  s u b r o u t in e s .

T h e  s u b j e c t  p r o g r a m  i s  a r o u t i n e  c a l l e d  N X T L I V .  I t  i s
i k e y  r o u t i n e  i n  t h e  C M S .  1 s y s t e m  a n d  c a n  be c o n s i d e r e d  a
p r o d u c t i o n  p r o g r a m  f o r  p u r p o s e s  o f  t e s t i n g .  N X T L I V  a c c e p t s
as  i n p u t  t h e  i d e n t i f y i n g  n u m b e r  of  a m u t a n t  o f  a g i v e n  t y p e
a n d  r e t u r n s  t h e  n u m b e r  of the next li ve mutant , as indicated
b y  b i t  m a p s  of the live mutants. The bit maps are in
g e n e r a l  t o o  large to f i t  i n  a n  i n t e r n a l  a r r a y so t h e y  m u s t
‘-~e p a g e d  f r o m  a r a n d o m  access disk file as needed . Similar
-m aps of the dead mutants and equivalent mutants are also
stored. The subject program is shown in Figure 2C.
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S U B R O u T I N E  N X T L L V ( M T Y P E , M U T N O )
C FIND THE NEXT LiVE MUTANT AFTER THE MUTN O th OF TYPE MTY PE
C RETURN THIS VAL U E  IN MUTNO.
C A VALUE OF ZERO RE T U R N E D  MEANS N O MUTANTS OF THAI ’ TYPE

R E M A I N  A L I V E .
NO LI S T

$ I N S E R T  1C S 0 5 7> C P M S . C O M P A R > S Y S T E M . P A R
$INSERT ICSO 5 7> C P M S . C O M P A R >M A C H IN E . S I ZE S .  PAR
$INSERT 1CS057>CPM S . CO M P A R > F I L E N M  .COM
$INSERT ICSOS7 >CPMS. COMPAR>TSTDAT. COM
$INSERT ICSO5’(>C PMS.COM PAR>MSBUF . C O M

LIST
I N T E G E R  M T Y P E ,MUTNO
I N T E G E R  I ,J ,K ,L ,W O R D ,B I T
LOGICAL ERR

C CALL T IME R 1 (3~~)
C A S S U M E  T H A T  T H E  R E C O R D  C O N T A I N I N G  T H E  L i V E  B i T  M A P S  F O R  

- -

C M I J T N O  IS A L R E A D Y  PRESENT , U N L E S S  M U T N O ~~0.
K~~BPW— 1

C CHECK TO SEE IF WE ARE AT THE END OF A PHYSICAL RECORD
IF (MUTNO.EQ.O )TO TO 1
I F (MOD (M U T N O ,K*MSFRS).EQ,O)GO TO 2~4
GO TO 10

1 C A L L  R E A R A N ( M S F I L E , L I V B U F ,M S F R S , L I V P T R , E R R )
I F ( E R R ) C A L L  A B O R T (  ‘ (N X T L IV )  E R R O R  IN M U T A N T  S T A T U S  F I L E ’  , ‘Ib )

C A L L  R E A R A N ( M S F I L E ,E Q U B U F ,M S F R S , E Q U P T R , E R R )

I F ( E R R ) C A L L  A B O R T ( ’ ( N X T LIV )  E R R O R  IN M U T A N T  S T A T U S  F I L E ’ ,Th)

CALL REARAN (MS F ILE ,DEDBUF ,MSF RS ,DEDPTR , ERR )
IF (ERR )CALL ABORT(’(NXTL IV) ERROR IN MUTANT STATUS FILE ’ ,3b )

CHANGD= . F A L S E .
WORD~~1
BIT 2
GO TO 20

10 W O R D ~~M O D ( ( M U T N O ) / ( K ) , M S F R S ) + l .
B I T ~~M O D ( M U T N O ,K ) + - ’

20 DO 22 J~~W o R D , M S F R S
L = L I V B U F ( J )

I F ( L . N E . O ) u O  10 23
M U T N O  ~M U T N O + K
I F ( M U T N O . G T . M C T ) G O  TO 140
Gm ) TO 22

2 3  DO 2 1  I~~B I T , B P W
M U T N O ~~M U T N O + 1

IE (MUTNO .GT.MCT )GOTO14 O
IF (AND(L ,2**(BPW_ I )).NE.O)GO 10 30

21 CONTINUE
B I T ~~2

22 C O N T I N U E
214 OF( . N O T .  C H A N G D  ) G 0 T O  25
C SAVE OLD R E C O R D S

C A L L  W R T R A N  ( M S F  I I ,E , L1  V B U F  , M S F R : ;  . L I  V I ’T R  , E R R )
C A L L  W R T R A N (  MSF ILE ,EQ IJHU F ,MSVRS , E Q U  F I R , Vi ’~h ’ )
C A L L  w R T R A N ( M S F I L E , D E D B U F , M S F R S , D E ’ l m p r R , I - : h R )

C NEED TO GET NE X I R E C O R D S
25 L IV I ’ T R ~~ 1 . I V P T H ÷ M S F R S

PA GE 5 ’;
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E Q P I ’ T R ~~E Q U P T R + M S F R S

F t W I N  D E D  PT N + M S FR S
Gd TO I

0 TO ‘) ‘4
4 1 )  M U T N O ~~O

l E t  . NOT . C H A N G D ) G O  TO ‘) - ) ‘) -)

i,~ SA V E  OLD R E C O R D S
C A L L  W R T R A N ( M S F I L E , L I V B U F  , M S F R S , L I V P T R . E R R )
C A L l .  W R T R A N ’ . M S f. ’ I L E , E Q U I 3 U E , M S F R S , E Q U P T R , E R R )
C A L L  W R T R A N ( M S F I L E , DED 1 IU F ,M S F R S , D E D P T R  • E R R )

- i - I ’ m ’.) ~~ m~u4 I’INUE
C PA I d ,  I I M E R 2

H E ’F U R N
EN I)

F i g u r e  2 0 .
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S i n c e  [“ M S .  I p r o v  i d e s  a m o r e  u s e r — o r i e n t e d  e n v  i r o n m ~~ n t

than FMS .2 , NXTLIV was tested using FMS . 1 . To adapt to the
smaller Fortran subset of FMS. 1 , some modific a t i ons h m d  to
be made. Since FMS. 1 does not accept PARAMETER statements
the parameters BPW and MSFRS (l’rom the $INSE RT blocks) were
replaced with typical values . Allowances had to be made f o r
the unsupported CALL and the random I/O routines. i’he two
TIMER calls were ignored . Integer arithmetic was used to
simulate the rema ining features. To facilitate testing
several parameters are entered as expl i c i t  formal
parameters.

FMS .1 first asks for the parameter values:
M U T N O  0
MCT = 6 (MCI i s  t h e  t o t a l  n u m b e r  of  m u t a n t s  of  c u r r e n t  t y p e )
C H A N G D  0
LIVBUF( 1 )=L IVBUF(2 )=7
LIVBUF(3 ) LIVBUF( t4)zO
N L B (  1 ) = . . .=NLB( 14)=O (NLB is the next live buffer . It should be

transferred to L IVBUF for use immedi a tely )
L L B ( 1 )= . . .= L L B ( 1 4 ) = O  ( L L B  i s  t h e  l a s t  l i v e  b u f f e r )

O n c e  t h e  d a t a  i s  e n t e r e d  t h e  s y s t e m  e x e c u t e s  N X T L I V  cn
t h e  t e s t  po in t s  and r e s p o n d s :

P A R A M E T E R S  ON O U T P U T
MUTNO = 0
L I V B U F ( 1  ) = O
L I V B U F ( 2 ) = 0
L I V B U F ( 3 ) = O
L IVBUF (L4)= O
LLB (1)=0
L L B ( 2 ) z O
L L B ( 3 ) = O
L L B ( 1 4 ) = O

C HA N GD :O

THE R A W  P R O G R A M  TOOK 14 1 STEPS TO E X E C U T E  THIS TESr C A S E

The output MUTNO = O signifies that the end of’ the l i v e
m u t a n t  m a p  f o r  t h i s  t y p e  h a s  b e e n  r e a c h e d . Ti m e t e o t e r  t h e n
informs the syst em that NXTL IV has worked c o r r e c t l y  for t h i s
test cas e. The first type of mut ant t o  h e  i n v e s t .  i g u t ’ .’ ’.t b y
t h e  tester is SAN (Statement Anal ysis ) , w h i  ‘.‘ i m  r ’ e p i  a c es
statements by traps. The FMS. 1 m u t a t i on r e p o r t f or t m l l s  r u n
is as shown below.

P OST R U N  P H A S E
N U M B E R  OF T E S T  C A S E S  1 N U M B E R  OF M U T A N T S
N U M B E R  OF L I V E  M U T A N T S ~ 2 3  PCI. EL IMI NAT E2 M U T A N T S  -4 ’ .~~

’

Exam ination shows the mutants shown in E igu n’ e 2 1 s - ~) t o
be still live.

I n  a t t e m p t i ng  to  k i l l  t h e s e  m u t a n t s  t i m e  I, ‘slnt ’
generates the testeases 2 and 3 ( s e e  F i g u r e  , ‘ l s h ) )

PA GE 55
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l ine statement : has been changed to 
I

16 I F ( (M U T N O / 1 2 ) * 1 2 . E Q. M U T N O)G o  TO 2 14 T R A P
17 G0 Tm) 1s~ T R A P
~~‘ : w o R D = ( ( M u T N o / $ ) _ 1 4 * c ( M u T N o /~~) / 1 4 ) ) + 1  T R A P
$14 . BIT=MUTNO _ 3 * (MUTNO/3)÷2 TRAP

Figure 21(a) 
I

~t e s t  M U T N O M CT ~~C H A N G D L J V B U F  N L B  : L L B
c a s e  1 2 3 14 1 2 3 14 1 2 14

I I I I I I I 
I

2 1 6 : o :7 ~ o o 0 0 0 o : o o  oo 00 o o :  —

‘ 1 0 0s) 1 I 1 3 0 0 1 1 0 0 99 14’) 14 1414
1 ‘.‘ 2 0  

— 

0 0 0 1 0 1 1 1 1 , 99 1414

Figure 21(b ) .
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Testcase 2 eliminates twelve of the r e m a i n i n g  SAN
m u t a n t s .  T e s t c a s e  3,  o n t h e  o t h e r  h a n d  p r o d u c e s  t h e  o u t p u t

P A R A M E T E R S  ON O U T P U T
M U T N O =  114
L I V B U F ( 1 ) ~~7
LIVBUF (2)~~7
L IVBUF (3 )=7
LIVBUF( 14 )=O
LLB( 1 )=1
L L B (2 ) = 3

L L B ( 1 4 )= 0

L L B ( 5 ) = 0
T H E  R A W  P R O G R A M  TOOK 56 S T E P S  TO E X E C U T E  T H I S  T E S T  C A S E .

An error has been detec ted; the correct output for M U T —
NO i s  13 i n s t e a d  of  1 14 . T h i s  e r r o r  r e s u l t e d f r o m  c h o o s i ng  a
s t a r t i n g  p o i n t  i n  t h e  m i d d l e  of  a w o r d  o f  z e r o  b i t s .  N X T L 1 V
o r d i n a r i l y  s e a r c h e s  t h e  b i t s  o f  e a c h  w o r d  l o o k i n g  f o r  t h e
next “1 ” , but for efficiency a whole word i s  c o m p a r e d  t o
zero before the search is begun . If all bits a r e  se t l o w ,
MUTNO is incremented by the word length and the next w ord is
a c c essed . A c o r r e c t  a l g o r i t h m  w o u l d  i n c r e m e n t  M U T N O  o n l y  b y
the number of bits left to be examined in t h e  w o r d . Tim e
o n l y  w a y  t h i s  c a n  m a k e  a d i f f e r e n c e  i n  t h e  o r i g i na l  p r o g r a n m
i s f o r  N X T L I V  to  be c a l l e d  in  s u c h  a w a y  as to  s t o p  a t  a “ 1 ”
bit in the middle of the word , which is otherwise all 0’ s ,
and then by a mutant failure or equivalence (outside th e ’
r o u t i n e )  to h a v e  t h a t  b i t  t u r n e d  o f f  b e f o r e  N X T L I V  i s  c a l l e d
again for the next mutant to be considered . Obviously this
situation is so rare that it is b o u n d to  d e f y  h a p h a z a r d
d ebugging attempts but is none the less common enou gh t o
cause irritation in a production —s ized Cobol run .

The needed fix is to replace

M I J T N O = M  U T NO +K

by

MUTN O=MUTN O+( K— (BIT— 2 )) .

After e l i m i n a t ing all SAN mutants a n d  t u r n i n g  on the
rema ining error operators , a total of eleven tes t cases kil -
led all but 50 of 1 ,51 14 mutants , about 96. ’,’ percent of the
total. Eve n t u a l l y  the tester ’ s attent ion is d it ’ t’ct ’ .” .i to t h e
mutant at line 145

B IT=2 :>  1= 2 .

The  t e s t c ao e  1 5 i n  F i g u r e  0 1 ( b )  i s  an  a t t e m p t  to e l i m i m n a t e
th is mutant. T h e  program ,m g ai n f a i l s  an l , 1 , , n o t  h e r ’ e r r o r  i m , mm ;
b een found . This error is also related t o  t h e  t eat ~

‘cr I
entire word of zeroes. By st arting in the m i d d l e  of . u
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I

of zeroes , the BIT pointer is not correctly set to 2 to
begin searchin g the next word . The correct ion is to replace

BIT:2
22 CONTINUE

by

- ‘-2 BIT= 2

Arm i n t e r e s t i n g  note is t h a t  t h i s  “ c o r r e c t i o n ” i s  a c —
t u a l l y  a m u t a t i o n  that the te ster would hav e had to
e l i m i n a t e  i n  a n y  event , so in effect . the error’ was unc o vered
b y t h e  c o u p l i n g  e f f e c t  b e f o r e  i t  w a s  e x p l i c i t l y  c o n s i d e r e d .

In  c o m p l e t i n g  t h e  a n a l y s i s  o f  N X T L I V  t h e  t e s te r  o~
c o u r s e  h a s  to  d e a l  w i t h  t im e e q u i v a l e n t  m u t a n t s . T h i s  s u b —
j e c t  w i l l  be d i s c u s s e d  i n  m o r e  d e t a i l  i n  a l a t e r  se ction ,
The c o m p l e t e  a n a l y s i s  of  t h e  c o r r e c t e d  p r o g r a m  r e q u i r e d  t h e
e l i m i n a t i o n  o f  1 , 580 m u t a n t s ,  T h e  c o r r e c t e d  a l g o r i t h m  i m a s
s i n c e  b een  r u n n i ng  w i t h o u t  k n o w n  f a i l u r e  i n CMS. 1 .

7. SEEDING AND FAULTS

There are two prev iously suggested error detection
techn iques which seem to bear strong resemb lence to mutation
a n a l ysis. They ar ise in different settings and the
relationship of mutation analysis to both of them has been
questioned in several private correspondences. One of t h e s e
i s  t h e  e r r o r  seeding technique described w i t h  several ap—
pl ications by C u b  [Gill and the other is fault detection
[ C h a l  a p p l i e d  to  c i r c u i t  d e s i g n .  M u t a t i o n  a n m i l y s i s  h m s  a l—
m o s t  n o t h i n g  i n  c o m m o n  w i t h  e r r o r  s e e d i n g ,  b u t  o w e s  m m g r e a t
deal to fault detection work in switching theory.

The idea behind e r r o r  s e e d i n g  i s  t o  i n s e r t  “ r a n d o m ”
errors in a program . This approach has been u s e d  i n  s e v e r a l
studies of the progra mming and debugging process. In one H
e x p e r i m e n t  t h e  s e e d s  w e r e  u s e d  t o  c a l i b r a t e  t h e  e f f e c —
t i v e n e s s  of  s o f t w a r e  d o c u m e n t a t i o n  on i t s  m a i n t a i n a b i l i t y ;
i n  a n o t h e r  e x p e r im e n t  t h e  n u m b e r  o f  e r r o r s  i n  a p r o g r a m  i s
e s t i m a t e d  b y  i n s e r t i n g  t im e s e e d s  a n d  t h e n  u n c o v e r i n g  k
e r r o r s , u s i n g  t h e  p e r c e n t a g e  of  t h o s e  k e r r o r s  w i m i c h  w e r e
s e e d e d  to i n f e r  t h e  t o t a l  n u m b e r  o f  e r r o r s .

On t h e  s u r f a c e  t h i s  i d e a  s e e m s  v e r y  s i m i l a r  t o
m u t a t i o n . Le t  u s  l o o k  a l i t t l e  m o r e  c l o s e l y  a t  t h e  n o t i o n
o f  “ r a n d o m n e s s ” w h i c h  i s  so c r u c i a l  to  the technique .
F i r s t , i f  we i n s p e c t  t h e  r e s u l t s  of  t h e  e x p e r i m e n t s
d e s c r i b e d  i n  [Gill, we a r e  s t r u c k  b y  t h e  l a c k  o f  r e s o l u t i o n .
In  t h e  f i r s t  e x p e r i m e n t  d e s c r i b e d  a b o v e , f o r  e x a m p l e , “ r a n -
d o m l y ” chosen g r o u p s  o f  p r o g r a m m e r s  w e r e  g i v e n  v a r i o u s  set s
o f  e l u e ~ about the programs to ho debugged. A s r e p o r t e d  b y
G l i b :  “ V a r i a t i o n s  b e t w e e n  i n d i v i d u a l s  i n  hom o gt ’n e - o u si v
a e l e c t e d  g r o u p s  o f  p r o g r a m m e r s  a re  a t  l e a s t  2 t.o 1 a n d  u p  t o
10 to  1 . ” F u r t h e r m o r e , t h e  i nt ~er pre tmi t i on S e on si a t  o u t  W i
t h e  e x p e r i m e n t a l  r e s u l t s  t e n d  t o  be  h i g h l y  s u s p e c t : “The
U s e  o f  test data s e e m s  t o  be less ~‘ f f e ’ t i v t ’ t h a n  s i ’ n p l . ’

rACE “-s
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source program reading. ”
The reason for such results is apparent in the follow-

ing description given by Gilb of the statistical basis for
using seeding to estimate the total number of errors in a
program . 

- 

-

How many fish are there is a pond or a
lake? Let’ s say that a r e a s o n a b l y  l a r g e
sample of ’  1000 fish are marked and then
allowed to mix for a while with the
total population in the pond. If we
then take a new sample of 1000 fish and
find that 50 of these have our markings
on them , this gives us 20 ,000 fish as a
reasonable estimate if we accept the
original samp le as random and the remix —
ing of the fish as homogeneous.

This seems to be the source of the difficulty. We have
strong evidence that , first , the fish tend to school in ways
that are not predictable. So in order to get a trul y random
sample we have to know where to fish beforehand , and second ,
the marked fish s h o w  t r u l y i d i o s y n c r a t i c  t a s t e s  in  p i c k i n g
their associations in the pond . In particular , there seems
to be no way at all of insuring that the sample we obtain
neither underestimates nor overestimates the original
population by unpredictable amounts. In less prosaic terms
the preponderance of evidence obtained through mutation
analysis (see [DLS2 ,LS) for indicative studies ) is that
errors do not occur with statistical properties that make
them useful for error seeding studies. Even though they may
be considered the result of a stochastic process whose
properties can be determined for small well—defined ag—
gregates ,they are in individual programs sporadic , h i ghly H
non— independent , and not uniformly distributed through tim e
code. It is precisely because the inserted errors are ran— -

‘

dom that they do not relate in a regular way to the natural
errors. As we have seen , it takes much care in the choice
of error operators to insure that specific categories of
errors are reliably detectable by mutation analysis.

P. hallmark of mutation analysis is that it rests on the
Competent Programmer Assumption; we explicitly assume that a
program is not a random object. A program once it is
created contains errors and these are fixe a ,
determ inistica ll y located objects. In order for a
statistical technique to be applicable to a given program a
considerable number of a priori assumptions must be rather
fully justified . it is , however , possible to desi gn ex-
periments on fixed populations of programs , whose properties
are quantifiable , which will reveal statistical properti es
of such hypotheses as the Coupling Effect. But this is an
entirely different issue.

To clearly draw the distinction it may be h elpfui not
to think of the mutants as being errors , but s i m p l y  as s m i l l
perturbations of the program ’s structure. As we have seen ,
these perturbations have the effect of i n s u r i n g  t h a t  t h e
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t e st d a t a  exercises the program in m m t h o r o u g h  fashion . i t ’
t h e  t e s t  d a t a  i s  s e n s i t i v e  t o  t h e  perturbations , t h e n  o n e ’ s
c o n f i d e n c e  th a t w h a t  was written was w h a t  w a s  i n t e n d e d  i s
c o r r e s p o nd i r m g l y  i n c r e a s e d . I f  on  t h e  o t h e r  hand , the test
d a t a  a l l ows o n e  to  a l t e r t h e  p r o g r a m  s i g n i f i c a n t l y  without
‘h m n ~ ing i t s  a p p a r e n t  b e h a v i o r , t h e n  o n e  has l i t t le  c o n —

t’L i e n c e  i n  t h e  t e s t .
F i n a l l y ,  m u t a t i o n  a n a l y s i s  h a s  a p s y c h o — s o c i a l  a s p e c t

t h a t  e r r o r  s e e d i n g  c a n n o t  h a v e . E v e n  i f  e r r o r  s e e d i n g
w o r k e d  p e r f e c t l y ,  the assumptions which make it work wo u l d
a l s o  i n s u r e  t h a t  it give no information about where tim e
r e m a i n i n g  n a t u r a l  e r r o r s  o c c u r  ( s t a t i s t i c a l  i n d e p e n d e n c e
i n s u re s  t h i s) .  M u t a t i o n  analy sis forces a co n t r o l l e d
r e c o n s i d e ra t i o n  o f  t h e  s o u r c e  c o d e .  I t  l e a d s — —  as  we s a w
i n  t h e  s e c t i o n  p r e c e e d i n g  t h i s  o n e  — —  t o  a s i t u a t io n  i n
w h i c h  t h e  t e s t e r  m u s t  c o n s i d e r  s t a t e m e n t  x a n d  a s k  h i m s e l f
“ w h y  d o e s  i t  n o t  m a t t e r  i f  s t a t e m e n t  x i s  c h a n g e d  t o  x ’
T h e  p o s s i b l e  a n s w e r s  a r e  t h a t  s t a t e m e n t  x i s  i n  e r r o r , t h a t
i t  d o e s  m a t t e r  b u t  the test data d o e s  n o t  r e v e a l  i t , t h a t  x
i s  e q u i v a l e n t  i n  c o n t e x t  to  x ’ , or  t i m a t  t h e  p r o g r a m m e r  d o e s
n o t  u n d e r s t a n d  s t a t e m e n t  x a n d  i s  u n a b l e  t o  g i v e  a r e a s o n . L

‘ n each s i t u a t io n  i n f o r m a t i o n  a b o u t  the p r o g r a m , a b o u t  t h e
t e s t , a n d  a b o u t  the p r o g r a m m e r  i s  r e v e a l e d . p

F a u l t  d e t e c t i o n  experimentation is a classical tech—
nique for detecting faults in switching circuits. The
crucial idea is that one systematically “faults ” c i r c u i t
elements and examines the input—output function of the
resulting circuit by comparing it to the original circuit
[Cha]. This is the key idea of mutation anal ysis. There
are , however , some essential differences which make mutation
anal ysis applicable on a larger scale. First , the p r i n c i p l e
use of fault detection is to check circuit deterioration ,
not to validate design. Second , because circuits tend not
t o  be functionally organized the tech n qiue is ex haustive
when applied to design testing (for deterioration ex-
periments there is frequentl y fault data avail a b l e  to g u i d e
the ex pe r  i m e ri t e r )  . In  e s s e n c e , t h e  a p p r o a c h  a d o p t e d  b y
mutation anal ysis is fault detection applied to systems of
h i g h  f u n c t i o n a l i t y  in the presence of the Comp etence
P r o g r a m m e r  Hypothesis and t h e  C o u p l i n g  E f f e c t .  T h i s  s u R —
g e s ts  t h a t  p e r h a p s  m u t a t i o n  a n a l y s i s  i n  i t s  a u t  o m m i t - e d  f o r m
can be u s e d  f o r  c i r c u i t  v a l i d a t i o n .  P e r h a p s , a l t i m o u g h  t h e
l a c k  o f  f u n c t i o n a l  d e s c r i p t i o n  a t  t h e  s w i t c h i n g  e l e m e n t
l e v e l  m a k e s  i t  h a r d  to  a v o i d  t h e  e x h a u s t i v e  a n d  t h e r e f o r e
c o m b i n a t o r  t a l l y  e x p l o s i v e  g r o w t h  o f  t h e  t e s t  c a s e s .  B u t
t e c h n o l o g y  h a s  g r o w n  i n  a n  u n e x p e c t e d  d i r e c t i o n  i n t h e  l a s t
t wenty ye m r s , and t h e  d i g i t a l  d e s i g n  t e c h n i q u e s  o f  today
seem to be not ill—suited to mutation analysis . In
pr ’el im inary hand studies to be reported elsewhere , we hav e
u S e - I  t h e  m m m t a t  i o n  a n a l y s i s  a p p r o a c h  t o  t e s t  micr o—coded ci u ’ —
cu lt designs with surprising success.

-~ . T H E  P R O B L E M  OF M 1 ’ T A N T  EQ UI V A L I :NCE
E x p e r i e n c e  jn d jm ’ m t e s  t h a t  in pr o duct ion pro g rams , I he
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n~~m b e r  o f ’ e q u i v a l e n t  m u t a n t s  can vary betwe en ‘1 a ri d 5~ o f
the total mutant count. In more fine l y tune d pr cg ram ~see ,
eg , our anal ysis of FIND in [DLS1] and Burns ’ analysis of
sorting routines [Burl), however’ it is common for source
statements to appear in a particular form solely for e f —  -

-

ficiency reasons. In these program s u c h  s t at e m e n t s can Ile

altered without affectin g the output behavior . A t y p i c a l
example of this behavior is beginning a loop at 2 i n s t e a d  o f
1 or 0, so that a mutation which changes

2 : =>  1

for example , causes an extra iteration but does not alte r
the outcome of the looping operation . In tuned programs ,
the equivalent mutan c s can comprise as much as 1-2 ’s of the 

- 

-

total .
It is easy to show that equivalent mutant d etection is - -

a formally undecidable problem (note that equivalent mutant
detection is not obviously the same problem as the general
equivalence problem for program schemata [Man]). Assume a
fixed programming language which is expressive enough to al-
low the programming of all recursive functions , and let P1
and P2 be arbitrary procedures written in the language.
Since “ goto ” mutations are meaningful and likely mutations ,
consider the following program to which goto replacement has
been ap p lied .

goto L; go to M ;
L : P 1 ; h a l t ;  =~~~~

‘ L : P 1 ; h a l t ;
M: P2 ;hal t; M :P2 ;h al t;

Clearly , the se two programs are e q u i v a l e n t  ~ t h m i t i s , t h e y  -

~~~

e i t h e r  h a l t  t o g e t h e r  a n d  d e l i v e r  t h e  same o u t p u t  o r t h e~-
d i v e r g e  to~~etn er) if and onl y if P1 and P2 are equiv a lent .
and t h a t  is undec ~1ab le for the l a n g u a g e  described above.
In  f a c t , o u r  choice of language is n e e d l e s s l y c o m p l e x ;  es-
s e n ti a l l y t h e  s a m e  p r o o f  h o l d s  f o r  t h e  F o r t r a n  s u b s e t  a c c e p -
ted by FMS . 1 and the Cobol subset accepted b y C M S . i .

In spite of this , most equivalent mutants are s t y l i : e — i
and rather easy to judge equivalent. This is perhaps due t o
t h e  C o m p e t e n t  P r o g r a m m e r  A s s u m p t i o n :  t h e  s uh i e c t  p r o g r a m
and an allegedly equivalent mutant are not chosen r’ m n d o m  v
— —  in fact , they are cimosen by a very careful siev iri g of  a l l
possible program s and the structure of this re l a t  i o n s h i p
s h o u l d  be something that one can exploit in d e t e r m i a m n g

rrm u ’~a n t  e q u i v a l e n c e .
Be fe r e we pm ’ o ce  e d i t -  m a y  be  i n s t r t i c  t i v e r. o e x a in i n e ,m

f e w  i n s t a n c e s  o f  e q u i v a l e n t - m u t a n t s  wh~~cii show t h i s  s t r m m c —
t n r c  . In  t h e  a n  a 1 y s i S o f S C A N . see Se c t i on 2 , a r’ e 1 a 1 i v e I y

l a r ge  n u m b e r  o f  m u t a n t s  r e s u l t i n g  f r o m  t i m e t r m n s f o r m n , m t i o n

X : :)  R E T U R N

a p p e a r  a s  l i v e  m u t a n t s  on e v e n  v e r y  g o o d  t e s t  d a t - I . 0-n
c lo s e r e x a m i n a t i o n , however , most of these reveal t h i t
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X GO TO 90 ,

where statement labelled 90 is itself ’ a RETURN. The
programmer ’s style is to always jum p to a common RETURN
statement , allowing an easy “ proof” of equivalence. - -

For a more pregnant example , let us return to the

~XTL IV routine described above. A pri n cipal source of
equivalent mutants in that example was the troublesome test
for a word of zeroes. Its only purpose is to save the ef-
fort of looking through the words bit by bit. If the condi-
tion is the test is replaced by any identicall y true expres-
sion , the program runs a bit longer but is otherwise
identical (see Figure 22(a)). Similarly the mutation shown
i n  F i g u r e  2 2 ( b ) , c h a n g e s  t h e  p e r f o r m a n c e  of the program on—
l y ,  b u t  t h i s  t i m e  i t  i m p r o v e s  i t !
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IF(L.NE.0)GOTO 23 :> IF(12.NE .O)G0 10 23
(applied at line 314 )

p

Figure 22(a)

I F ( M U T N O . G T , M C T ) G O T O  ~40 ~~~> I F ( M U T N O . G E . M C T ) G O T O  140
(applied at line 36)

Figure 22 (b).

Figure 22.
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T h e s e  l i s t  I ~ o e x a m p l e s  a r e  n o t  a c c i d e n t a l .  ~1 m i t a t t o n s
o f  a 0ro~~ra~’r a r • e r e m a r k a b l y  s i m i l a r - t o  s i m p l e  t r a n s —
f o r ~’ I m m t i orm 5 t h i t  a r e  -‘iaJ ’~ in c o d ,~ o p t l m i c a t i o r i ; i t  I S  n o t
o u r  p m ’ i s i n g t - t  S om e o f t I t e m  s I l o  U 1 d t u r n 0 u t c b e  o pt i ‘t —

lu g or dc—o;- ~ i m i  c i n ~’. t r m n s f o r m i t  i o n s .  C o n v e r s e l y , co r rec ’ —
n e s s  p r t ’n e r v i i 1 ~~ a p t i ’ i i c~~n g  t r a n s f o r m a t i o n s  s h o u l d  be  ~i p —
p l i c a b l e  to d e t e c t i n g  e q u i v a l e n t  r ’ - u t a n t s . I f  t h i s  i s ,~

us et ’ul i lt ~Jr j st ic then the ta s k of i d e n t i f y i n g  e q u i v  aler t
m u t a n t s  c a n  be re d uce d to de t e c t i n g  t imo se wI-icn are
- q u i v a l e n t  f o r  an interesting reason.

Al m ost a l l of t I m e  t e c h n i q u e s  u s e d  :n o p t  imi zin g corn—
p i l e d  c o d e  can be a p p l i e d  in some way to de’~~d~’ w h e t h e r ’ . m
m u t a n t  i s  e q u i v a l e n t  to  ~ he s u b je c t  p r o g r a m . Some o p t  ‘ m i z —
i n k ;  t r i r m s f ’o r m a t  i o n s  are w i d e l  a p p l i c a b l e  w h i l e  O t m e r s  a ’• e
sev e r e l y  l i m i t e d  in scope . We w i l l  g i v e  a o a m n i i n g  o f  t h e  ‘ —

us et ’ul t r a n s f o r m a t i o n s . For t e r m i n c - l o~~v an d d e t a i l e d
- 1 i s c u s s i o ’~s s ee  [ A U , S c h ] .

8.1 Constant Propagation. Constant p r o p a g a t i o n  i n v o l —
i-es r e p l a c i n g  constants to e l i m i n a t e  r u n — t i m e  e v a l u a t i o n .  A
t v ’ c i - o a l  o p t i m i z i n g  t r a n s f o r m a t i o n  w o u l d  r e p l a c e  s t t t ~ ’ m e r m  ~
a s  s h o w n  below

A~~1 1 A~~l
2

C~~A + B  3

There are severa l elegant schemes for global transformation s
o f  t h i s  f o r m .

C o n s t a n t  p r o p a g a t i o n  i s  m o s t  u s e f u l  f o r  d e t e c t i ng  c a s es
i n  w h i c h  a m u t a n t  i s  n o t  e q u i v a l e n t  t o  t I m e  s u b j e c t  p r o g r a m ;
a n y  c h a n g e  w h i c h  c a n  a f f e c t  t h e  k n o w n  v al u e o f  a v a r i a b l e
c a n  be d e t e c t e d  i n  t h i s  f a s h i o n .  T h e  m e c h a n i o m  f b i’ t e s t i n g  

- 

-

e q u i v a l e n c e  o f  m u t a n t s  u s i n g  c o n s t a n t  p r o p i g a t  ~ o n  i s  to com-
p a r e  a t  a l l  p o i n t s  a f t e r  t h e  m u t a t i o n  s i te  t h e  c o n s t a n t s
w h i c h  a r e  g l o b a l l y  p r o p a g a t e d  t h r o u g h  t~~e p r ’ c ’ g r m ’ n . hey
d i f f e r  i t i s  l i k e l y  t h a t  t h e  p r o g r a m s  a r e  r i o t  e q u i v a l e n t .
T h e  t e s t  i s  c e r t a  i n  i f  t h e r e  i s  a R E T I T R N , HALT or some ot h e r
e x i t  s t a t e m e n t  i n  w h i c h  t h e  s e t  o f  a s o o c  i i t  e~1 c o n s t a r m t s
c o n t a i n s  an  o u t p u t  v a r i a b l e  a n d  i t ’ t h e r e i s  a p a t h  f r o m l i t
e n t r y  p o i n t  of  t h e  p r o g r a m  t o  t h e  e x i t  p o i n t .  T h i s  i s
r e s o l v a b l e  b y  ~i c a d  c o d e  d e t e c t i on ~ see  ~~~~~~

8.2 I n v a r i a n t  P r o p a g a t i o n .  t n v m r i a n t  p r o p a g a t i o n
g e n e r a l i z e s  c o n s ta n t  p r o p a g a t i o n  b y  a s s o~’iat tug w i t h  ea ch
s t a t e m e n t  a s e t  o f  i n v a ’ i a n t  r e l a t io n s  b e t w e e n  d a t a  e i e ’ u ~’ n t s
~~~~~~~~~ Xx i) or B~~1 ) . A l t h o u g h  i n v a r i a n t  p r o p a g o t  i o n  h a s  m e t
with 1 i m i t e d  a p p l i c a b i l i t y  i n  c o m p i l e r  d e s i g n , it is i
p o w e r f u l  techni que f or  d e t e c t i n g  e q u i v a l e n t  m u t m n t s ,
na rt i c u l i r l y  t h o s e  i n v o l v i n g  r e l a t i o n a l  m u t a n t  o p e r a t o r ’ s .
T h e s e  o p e r a t o rs  f r e q u e n t l y o n l y a f f e c t  a n  e x p r e s s i o n  i t ’ i t

h i s  a c e r t a i n  r e l a t i o n s h i p  t o  0 . For  e x a m p l e  ~ : c h a n g e s
t h e  v a l  ue o t’ x o n l y  i t ’ x’l -2 . In  t h e  p r o g r m r — i ’ i u t  a n t  p u  r

I F( A. LT .0) GOTO 1 1 F~ A. LT . 2 G0 ~~~~
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t h e  c o n d i t i o n a l  a l l o w s  u S  t o  - i e t e r m ~~n e  t h e  i n v a r i a n t  ~A > ~~0)
a n d  t h i s  a l l o w s  u s  t o  determine th at the p r o g n u m i n - .i i t s
m u t a n t  a r e  e q u i v a l e n t  s i n c e  t h e  absolut e v a l u e  o f  a p o s I t i v e
number is that number .

I n v a r i a n t  p r o p a g a t i o n  i s  e n h a n c e d  if tue prop a gation an-i
t e s t i n g  algorithm s exploit t r a n s i t i v i t y  of the relat i ons a n - .t
a l l o w  t h e  r e p l a c e m e n t  o f  a n  i n v a r i a n t  b y  a w e a k e r  o n e .

8.3 C o m m o n  Subexpressions. Perhaps the most common a .-
t imization i s  t o  r e c o g n i z e  c a l c u l a t i o n s  w h i c h  are r ep eite-u
but which can be pre— computed . For example

— A~ X+Y
B~~X + Y + L

calculates X+Y twice , but can be rep laced by a program w h i ch
uses a temporary variable to hold X - ÷ Y .

A common iterative algorithm for elimin a t i n g  comm on
subexpressions uses global anal ysis to associate with each
statement the propagated variables , but this time
partitioned into equivalence classes under the equivalence
of evaluating to the sane value. Since this method
generates equivalent expressions not used in the program , r
t h e  w i d e s t  p o s s i b l e  r a n g e  o f  e q u i v a l e n t  s - u b e x p r e s s i o n s  i s
recognized . This is a very useful tech n ique for deal i ng
w i t h  m u t a t i o n s  to assignment statements. Changin g mm
operator changes the equivalence class of the v a r i a b l e  to
which the as ri gnnment was made. Sim ilarl y mutation s which
c h a n g e  a n  o p e r a n d  or d e s t i na t i o n  i n  a n  a s s i g n m e n t  w i l l
produce changes in the equivalence classes following t h e  a s —
signment. Therefore , comparing the e q u i v a l e n c e  p a r t i t i o n s
can demonstrate differences between the subject and the
mutation

Consider the mutation H

A :B+C (partition A;B+C ) ~~> A :B— C (partition A;B—C )

Comparing the partitions shows that A has a different value
i n  t h e  two  p r o g r a m s .

T h e  s a m e  i d e a s  a r e  u s e d  t o  s h o w  e q u i v a l e n c e .  I t ’ a
m u t a t i o n  h a s  c h a n g e d  p a r t  o f  e x p r e s s i o n  ~ t o  a n  e x p r e s s i o n
E ’  b u t  E a n d  E ’  a r e  i n  t h e  s a m e  e q u i v a l e n c e  c l a s s , t h e n  t h e
m u t a n t  i s  equivalent.

8 . 4  Loop  I n v a ri a n ts .  A n o t h e r  c o m m o n  t r a n s f o r m a t i o n
removes code from inside loops i f  t h e  e x e c u t i o n  of t h a t  c o d e
does not depend on the iteration of the l o o p .  Since m a ny
mutations change the bound arie s of loops t e c h n i q u e s  t’o r
recognizing this i n v a r i a n c e  is u s e f u l  f o r ’  d e t e c t  m u g
equivalent mutants. Iii those cases w h e r e  t h e  m u t  a t  i o n
either increases or decreases the c o d e  w i t h i n  a i o o p ,  l o o p
invariant recognition can be u s e d  to  d e c i d e  w h e t h e r  o r  n o t
the effect of the loop is changed . In t h e  f o l l o w i n g
m u t a t i o n , excess code is brought within the scope 01’ t he 20
statement.
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DO 1 1:1 , 10 ::> DO 2 1:1 ,10
A (I)~~0 A (I):0

1 CONTINUE 1 CONTINUE
2 Bz0 2 B:0

Since the assignment B:0 is loop invariant , it does not mat-
ter how many times it is executed.

8.5 Hoistin g and Sinking. Hoisting and sinking is a
form of code removal from loops in which code which will be
r e p e a t e d l y  e x e c u t e d  i s  m o v e d  to  a p o i n t  w h e r e  i t  w i l l  be
executed only once; this is accomplished by a calculus which
g i v e s  s t r i c t  c o n d i t i o n s  on w h e n  a b l o c k  of  c o d e  c a n  be m o v e d
u p  ( h o i s t e d )  or d o w n  ( s u n k ) .

T h e  applications for equivalence testing are s i m i l a r  to
the applications for loop invar i ants. The major differen ce
i s  t h a t  h o i s t i n g  a n d  s i n k i n g  a p p l i e s  to  c a s e s  i n  w h i c h  c o d e
i s  i n c l u d e d  or  e x c l u d e d  a l o n g  an execution path by bra nching
c h a n g e s .  These are the sorts o f  c h a n g e s  o b t a i n e d  b y  GOT i )
r e p l a c e m e n t  a n d  s t a t e m e n t  d e l e t i o n  m u t a t i o n s .  In t h e s e
cases , we get e q u i v a l e n c e  if the added or deleted code can
be hoisted or sunk out of the block involved in the addition
or deletion.

An example will illustrate.

I F ( A . E Q . 0 ) G O T O 1 : :>  I F ( A . E Q . O ) G O T O  2
A :A ÷1 A:A+ 1

2 B 0  2 B:0
GO TO 3 (‘~~ TO 3

1 B:0 1 B:O
3 . 3

In this example B is set to 0 regardless of whethe r it
is assigned its value at line 1 or at line 2. The assig—
nrn ent to B can be hoisted as follows:

B:O
I F ( A . E Q . O ) G O  TO 3
A :A + 1

3

Since both - rograms are thus transformed , they are
equivalent.

8.6 Dead Code. Dead Code detection is geared tow a rd
identifying sections of code which cannot be exe cuted or
whose execution h a s  no effect. Dead code algorithms exist
for detecting several varieties of dead code situa tions. We
have already used dead code analysis as a subproblem in the
propagation problems above. Dead code analysis is also
use ful to directly test equivalence , particularly for those
mutations arising from an alteration of control flow.

A t ypica l app l i c at ion is to m n a l y n e  the pro R ram flow—
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graphs. If , for ex amp le , a mut ation d i sconnects tht - graph
and neither connected component consists entirely or ’ de ad
s t a t e m e n t s , t h e n  t h e  m u t a n t  c a n n o t  be  e q u i v a l e n t .  S u c h
disconnection is possible by the m u t a n t  w h i c h  i n s e r t s
R E T U R N s  i n  F o r t r a n  s u b r o u t i n e s .

Another common situation i n v o l v e s  a p p l y i ng  m u t a t i o n s  to
sites in a p r o g r a m  w h i c h  a r e  t h e m s e l v e s  d e a d  c o d e ;  t h i s  is
the classical compiler code optimization problem: we must
detect dead code since any mutations applie d to it are
equivalent.

Dead code analysis can also be used to show
nonequivalence by using it to demonstrate that a mutation
has “killed ” a block of code.

8.7 Postprocessing the M u t a n t s .  O p t i m i z i n g  t r a n s -
formations can be implemented as a postprocessor to a mut a-
tion system . User experience is that it is r e l a t i v e l y  easy
to kill as may as 90% of the live mutants. To the remaining
1 0 % ,  a n  e q u i v a l e n c e  h e u r i s t i c  s u c h  as  t h e r u l e s  s k e t c h e d
above can be applied. A more complete description of such a
postprocessor is available in [BaS].

The difficulty of judging equivalent mutants fr-om those
remaining after the postprocessing stage both helps and hUm —
ders the testing process. On one h a n d , f o r c i n g  t e s t e r s  a n d
programmers to “ sign off” on equivalent mutants enforces a
unique sort of accountabiLity in the testing phase of
program development (see Section 9). On t h e  o t h e r  nand ,
particularly clever programming leads to many equivalent
mutants whose equivalence is rather a nuisance to judge;
carelessness for these programs may lead to error proneness.
O u r  e x p e r i e n c e , h o w e v e r , i s  t h a t  p r o d u c t i o n  p r o g r a m s  p r e s e n t  - -

no special difficulties in this regard .

9. FURTHE R APPLICATIONS OF MUTATI O N

9.1 Programming Tool. A tester specifie s to a n
automatic mutation system:

(1). a program ,
(2). test data ,
(3). a l i s t  o f  e r r o r  o p e r a t o r s  to be a p p i i e d .

T h e  system generates and exe cutes the r e q u ~~ r b - d  m u t a n t s  o n
the test data , “ k i l l i ng ” t h o s e  which a :‘e j ud g e t i n c - r ’ r e c t

vis a vis the execution of the subj .’ct pro gram . Ti m e s ystem -‘

also produces reports which the user may e x a m i n e  an d u s e  i f l
subsequent attempts to eliminate m u t a n t s .  This cyc le nay be
v i e w e d as  a s e r i e s  o f  i n t e r a c t i v e  s es s~~on s  ~n w l m ~ . m h the u ne r
plays the role of an advocate who de f,-r i~1s t h e  p r o g r i m  t n ~r
the system plays t h e  r o l e  01’ u n  a - i v e r s m i :’ y w n i c l m  a a k o
questions of the form : why does your test dat i not
distinguish this simp le error. ’

If the mutation system also p r o v i d e s  t u e  un er ’ - m

pleasant runtime env i ronment in which to write programs , t h e
advoc a te — adversary r e l a t i o n s h i p  can be Used to m i d~1 in t i n —  —
portm int - di m e nsion to t h e  process of programmin g . Two of
h mu v e argu e 1 far tim e - i m po r I a lib c o 1’ ‘‘ see  i - I ‘‘ t r I t e r s i ii  t h e
creativ e pro cess [[)LP]; m u t a t i o n  m n u l y: ;is a p p l e-i dur ’ n r t : i e
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p’o~~ram l e s i g ’ r  s age can be used to simulate an essenti al
s o c i al  p ’ O t ’e sS . ~e h a v e  o b s e r v e d  i n  our own programming et’—
t a r ’ S u I  i n  t h e  r e p o r t e d  e f f o r t s  o f  o t h e r s , a t e n d e n c y  t o
- ‘ o i m u n : - a t u - ’  p t o ’ r  u ” s  t o  o t h e r s  —— o b v i o u s l y  t h e  a c t  of  v e r —
b m u l m ~~~ n~ . i i ’  u s  ‘ h a t  h a d  p r e v i o u s l y  e x i s t e d  e t h e r e a l l y h a s  a

~ u . ot se . t i n g  o-m r i n t u i t i o n s  (teachers have noted this
m ’h ~- n o r , n O r  also ). T h e  t y p i c a l  e x c h a n g e  i n v o l v e s  t i m e
~ ‘- y a r n m - - ’  u f l~ r i e n d i y  b u t  s k e p t i c a l  o b s e r v e r . As t h e
p r o g ’  m~~ -’~.- ’~ e x p l  i n s  h i s  c o d e , t h e  o b s e r v e r  ( e v e n , i t ’ a s  i s

m ’ ~~i a 1 v the c~m - - . ’ , m e  doe~s not really understand the code)
asko t im e s.b r t  o f  q u e s t i o n s  t h a t  o n e  e x p e c t s  f r o m  a m i n i m a l l y
-Ut , r ’ tiv e a u d i e n c e :  “ W h y i s  t ha t  i n e q u a l i t y  n o t  s t r i c t ? ” ,
“ I s  i t .  t h e  sm e r e v a r i a b l e  u s e d  a t  l i n e  30?” In response to
‘~.-ich s u c h  q u e s t - i o n , the prog rammer is forced to r e — e x am i n e  a
f i x e d  l i n e  o f  c o d e  a n d  m e e t  t h e  o b j e c t i o n  —— h e  e i t h e r
~u s t i f i e s  h i s  d e c i s i o n  to the observer , uncovers an error ,

or  must admit that he really does not understand why the
choice was mad e . In all three cases , the programmer
receives valuable feedback that he is unlikely to have
deduced by introspective analysis of the program .

The  adversary role of a mutation system always forces
the user into a careful and detailed review of h i s  p r o g r a m
and the design decisions made in constructing it. T h e
m u t a t i o n s  a r e  l i k e  the m i n i m a l l y attentive observer who now
and then chimes in with: “I don ’t believe that —— j u s t i f y
it!” Since it is a controlled form of “ pointing ” at the
code which requires substantial cooperation from the user
(his justification is a test case) such interactive use does
i n  f a c t  s i m u l a t e  a n  i m p o r t a n t  a s p e c t  o f  t h e  s o c i a l  p r o c e s s .

9.2 Project Management. Of the emerging approaches to
software design , imple m entation and debugging —— however
h el p f u l t h e y  m a y  be to progr am m ers and local mana g ers ——
there are few t h a t  can be utilized throughout the pro ject
ma na gement hierarchy. Structured methods , prog r’a rn v e n i t i c a —
tion and restricted modularizatio n are essentially
qualitative , n o t  q u a n t i t a t i v e , a n d  m a n a g e r s  s h o u l d  n o t  be
expected to understand the qualitative basis for the low—
level decisions.

In  a d d i t i o n  to t h e i r  p r i m a r y  f u n c t i o n  as  e v a l u a t o r s  of
t e s t  d a t a , m u t a t i o n  s y s t e m s  record a great deal of informa-
tion which can be used to influence decision—making
throu ghout the project hierarchy. Various management .—
oriented repackaging s of the information relating to mutant
failure percentages for each module (indicating how close
the software is to being acceptable ) , who h a s  r e s p o n s i b i l i t y
f o r  c l a s s i f y i ng  w h i c h  m u t a n t s  as  e q u i v a l e n t , a n d  w h i c h
m u t a n t s  h a v e  y e t .  to  f a i l  p r o j e c t  m a n a g e m e n t  c a n :

( 1 )  r ’ a s r i g n  p e r s o n n e l  to  w o r k  on m o d u l e s  w i t h
low mutant failure rates ,

( 2 )  p i n p o i n t  r e s p o n s i b i l i t y  f o r  m o d u l e s  w h i c h  f a i l
a f t e r  a c c e p t a n c e ,

(~~) use aud its to force justif ication ot ’ w h y
e q u i v  a l en t  m u t a n t s  e x i s t ,

(LI ) m o n i t o r  i d h e r e n c e  to  pr oject PERT c h ; m r t s , a n d
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( 5 )  o t ’f er  r e w a r d s  a r i d i n c e n t i v e s  to p r ’ ) g r a m m i e r s
w h o  a c h i e v e  h i g h  m u t a n t  f a i l u r e  i’~u t - s .

O b v i o u s l y ,  t h e  i n t ’o r ’ m n a t i o n  r e p o r t e d  t o  r n m n m g e r ’ m ; v a r i e s
w i t h  t h e  l e v e l  o f  t h e  m a n a g e r , b u t  m s a f e  r u l e  o f ’ U m m m u i  i s
t h a t  t h e  h i g h e r  i n  t h e  o r g a n i  z a t  i o n  a r e q u e s t  f r  i n  f o r u m —
t i on  o r i g i n a t e s , t im e l e s s  d e t a i l e d  i s  t h e  e x p e c t e d  r e s p o n s e .
P r o j e c t  M a n a g e r ’ s R e p o r t

T h e  p r o j e c t  m a n a g e r  p e r i o d i c a l l y  m e e t s  w i t h  t I m e  c h i . ’f
p r o g r a m m e r s  to  e v a l u a t e  t h e  p r o j e c t ’ s s t a t u s .  A l s o , t h e  aS-

s i g n m e n t  o f  p e r s o n n e l  a n d  e v a l  u a t i o n  o f  p e r s o n n e l  p e r —
t’o r m a n c e  a r e  c a r r i e d  o u t  a t  t h i s  l e v e l .  A u s e f u l  r e p o r t  f o r
a m a n a g e r  a t  t h i s  l e v e l  w i l l  c o n t a i n :

(1) the n a m e  o t ’ e a c h  m o d u l e
( 2 )  t h e  c h i e f  p r o g r a m m e r  r e s p o n s i b l e  f o r  e a c h  m o d u l e
( 3 )  p l o t s  of  m u t a n t  e l i m i n a t i o n s  v s .  t i m e  f o r  e a c h

m a j o r  s u b m o d u l e
( L I )  s u m m a r y  s t a t i s t i c s  s u c h  a s  n u m b e r  a n d  p e r c e n t a g e

of  e q u i v a l e n t  m u t a n t s ,
( 5 )  t h e  n u m b e r -  a n d  t y p e  o f ’ p e r s o n n e l  u s s i g r m e d  to

e a c h  m n a ] o r  s u b m o d u l e
C h i e f  P r o g r a m m e r ’ s R e p o r t

A c h i e f  p r o g r a m m er s h o ul d  be f a r m r i L i m m  w i t h  t h e  a c t u a l
c o d i n g  a t ’ e a c h  s u b m o d u l e , a l t h o u g h  h e  i s  n o t  a l w a y s  d i r e c t l y
i n v o l v e d  i n  t h e  cod  i n g  e f f o r t . He m e e t s  J m u  i i  y w i t h  h i s
t e a m . T h e  t y p e  o f ’ i n t ’o r m a t i o n  n e e e e d  b y  t h e  chief ’ p r ’o g r ’ a m —
n c r  w o u l d  c e r t a i n l y  e n c o m p a s s :

( 1 ) — ( 5 )  f o r  t h e  project ma n ager
( 6 )  l i s t i n g s  o f  e q u i v a l e n t  m u t a n t s
( 7 )  l o g s  a s s i g n i n g  r e s p o n s i b i l i t y  f o r  c l a s s i f y i n g

m u t a n t s  a s  e q u i v a l e n t . .
In addition to the goals outlined above , t h i n  m m m t’o r : m m i—

t i o n  h a s  t h e  e f f e c t  o f  s u g g e s t i n g  p o s s i b l e  a d d i t i o n u l  m u t a n t
o p e r m -i t o r s  f o r  ml g i v e n  s u b m o d u l e . N o t i c e  t h a t  th e chi~’f
p r o g r a m m e r  a s s u m e s  t h e  responsibility for asking u p r o g r a m —
n c r  to  j u s t i f y  m u t a n t  e q u i v a l e n c e ;  a s s u m i n g  a p o s t  p r o c e s s o r ’
s u c h  as  t h e  o n e  d e s c r i b e d  i n  S e c t i o n  ~ , t h e s e  e q u i v a l e n t
m u t a n t s  s h o u l d  b e  l a r g e l y  n o n — t r i v i a l  e q u i v a l e n c e s . -\ c h i e f

p r o g r a m m e r  m a y  w a n t  to know for’ inst ance why i t .  ~ioe : ;  m m c t
m a t t e r  i f  a c e r t a i n  v a r i a b l e  n a m e  can he c h u n g e d  w m t h o u t  cf—
1’ cc t on t h e  s u b mod a 1 e , why t he mod u 1 e i s no i n en s  i t  x V 0 1 0

t h e  m u t a t i o n .
In  t. h e  1 a s a m m m i  1 y j s , i t  w i 1 1 be  t. l it ’ c h i o 1’ ~~1’ ~~ m ’ - :n em ’

w h o  d e t e r m i n e s  t h a t  a g i v e n  s u b m o d u l e  h a s  b e e n  u c ~~ e p t  3 m b ~ V

t e s t e d  a n d  w h o  w i l l  p r e p a r e  e v i d e n m -e  s u p p o r t i n g  h i m ;  d e c m o m o m
f o r  t h e  p r o j e c t  m a n a g e r .
Programmer ’s and Tester ’s Report

W i t h  t h e  e x c e p t i o n  o f ’ t h e  p e r s o n n e l  rep or ’ts . ~ he
p r o g r a m m e r  h a s  a c c e s s  to  a l l  of  t h e  t n t ’o r m n m t i o n  s m i p p l i e - i  t o
the levels above h i m . He u l s o  i m u s  a c c e s s  t o  a l l  i r s t i n g o ,
so c an  use t ime r e p o r ’ t i n g  m e c h a n i s m  to  . u u g m e r m i  l b S t  l i t  1 ,

a u g m e n t  n u t - a n t  o p e r a t o r s , c l a s s i t y  e q m m i v a ~~e n t  m u t a n t s , a n u
d e t e r m i n e  t h e  a d e q u a c y of  the t- e s t , a l l  a s  d e s b ’ r m b e - i  a t o v e .

9.3 Ac ceptance and C e r t i f i c a t i o n .  T n t - d e g r e e  t o  w I m m c m m
o n e  h m i s  c on  I 1 f e n c e  i n t Ir e c o r n  p e t  en t pm ’  e g r - m - m u - r’ Im v p - - I li’s i a

n d t h t ’ c o u p  1 1 r u g  I’ t’ . 0  t t o  r ’ I he  g v - mm ne 1 e 1’ ‘ml ml t~ m mm
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o p e r a t o r s  d e t e r m i n e s  t h e  c o n f i d e m  e t h a t  t h e  m u t a n t  e l i m i r m a —
t i o n  p e r c e n t ag e  r e f l e c t s  t h u  ~‘~~e e ne s s  o f  a p r o g r a m .
H o w e v e r , i n  t h e  a b s e n c e  o f  s t r o ng  i n f o r m a t i o n  i ’ m  t h i s
r e g a r d , m u t a t i o n  a n a l y s i s  i s  an objective ranking device.
Low -~lim in ati on percentages are less desirable than high
elimination percenta ges; furthermore , even though the bou’ m—
J a ry may be rather fuzzy, it is rather easy to reject ob-
viously inadequate test data sets. This observatio n coupl e-I
with the fact that if all that is desired is an i n d i c a t i o n
of the s t r e n g t h  of  a p r e y  i o u s l y produced t e st  d a t a  s e t  t h - - n
virtually no human interaction is required to produce t h e
anal ysis leads one to consider the use of mutation anal ysis
for software p rocurement testing.

Since acceptance tes ting should be the final stage of
the development process , a buyer car t  s p e c i f y  at what poi nt
t h e  t e s t i n g  b e g i n s . A s s u m i n g  t h a t  t h e  d e v e l o p e r  i s  u s j m m m m
testing technq iues with the sensitivity of mutation , the
b u y e r  c a n  m o n i t o r  progress. To evaluate the delivere d
software (or advertised software in the increasingly active
mail market for small system software) , one may specify
contractually that the develo per must present a convincing
case that he is not deliveri ng “ rigged” tests — —  one way of
doing this is to specify a mi nimal mutant elimination per-
centage . Many options ensue . Software not passing this
m i n i m a l  c e r t i f i c a t i o n  m a y  be rejected with significant
f i n a n c i a l  p e n a l t y  to  t h e  d e v e l o p er . In t h i s  c a s e  i t  i s  n o t
e s s e n t i a l  t h a t  t h e  d e v e l o p e r  u s e  a m u t a t i o n  s y s t e m  to
develop the tests. It is i m p o r t a n t  to  n o t e  t h a t  n o  m o r e
s i g n i f i c a n c e  s h o u l d  be attatched to the level of performance
required for acceptan ce than for , say the third—party test-
ing of refrigerato rs by a well— known certifying or-
ganization; the c e r t i f i c a t io n  merely establishes the
likelihood that the develope r has spent considerable effort
i n  t e s t i n g  h i s  s o f t w ar e .  Thereafter , the buyer ’s confidence
w i l l  m o r e  l i k e l y  be a f f e c t e d  b y  nontechnical issues , such as
the developers perfor mance on similar projects.

10.  C O N C L U D I N G  R E M A R K S
A p r o g r a m  p a s s e s  a m u t a t i o n  t e s t  w i t h  a set of test

d a t a  D i f  i t  b e h a v e  c or r e c t l y on D a n d  e a c h  m u t a n t  e i t h e r
f a i l s  to  work as spec ified or is equivalent to the program.
W h e n  a program passes such a test , we are sure that it is
free from simp le errors. In o r d e r  to  i n s u r e  t h a t  s u c h  a
p r o g r a m  i s  a l s o  f r e e  f r o m  com p l e x  e r r o r s , o n e  m u s t  a p p e a l  t o
a n  e m p i r i c a l  p r i n c i pl e  c a l l e d  t h e  c o u p l i n g  e f f e c t  w h i c h
s t a t e s  t h a t  s u c h  a s et  of  t e s t  d a t a  i s  so s e n s i t i v e  t h a t
n o n — e q u i v a l e n t  ( c o m p l e x )  m u t a n t s  a r e  a l s o  l i k e l y  t o  f a i l  on
t ) .  The  c o n c e p t u a l  j u s t i f i c a t i o n  f o r  t h e  c o u p l i n g  e f f e c t
p a r a l l e l s  t h e  p r o b a b i l i s t ic  a r g u m e n t s  u s e d  to  j u s t i f y  t h e
single fault methods used to test logic circuits [ C h a n g i .
We h a v e  p r e s e n t ed  a c o m b i n a t i o n  o f  e m p i r i c - a l e v i d e n c e  a n t
p l a u s i b i l i t y  arguments in support of the coup lin,.’. elI. - - - .
This leads to the m netatheorem of mut a tion analysis:

If P p ass e s mutation analysis then either
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(1) P is correct , or
(2) P is radically incorrect.

The Competent Programmer Hypothesis s t i l e s  I m m a t  ex-
per i e n c e d  p r o g r a m m e r s  t e n d  to write pro g rams t h a t  I i
f r o m  c o r r e c t  o n es  b y  s i m p l e  e r ro r s  m i n d  h e n c e  p o s s i b i l i t y  m )
o f  t h e  m e t m u t h e o r e m n  i s  r a t - h e r  u n l i k e l y .

In o r d e r  t h a t  t h e  m u t a t i o n  a n a l y s i s  t e c h n i q u e  be
f e a s i b l e , i t  i s  n e c e s s a r y  t h a t :

( 1 )  t h e  s e t  o t ’ s i m p l e  m u t a n t s  be s m a l l  ,

(2 ) e r r o r s  be  r e l i a b l y detect ed b y  t h e  a r i a l v m ’ - i s , u mmu
( 3 )  t h e  q u e s t i o n  o f  e q u i v a l e n c e  be r e d  u o i b l e  t o

:i s m a l l  s u b p r o b ] e m .
In  t h e  f o r e g o i n g ,  we h a v e  p r e s e n t  e l  our ’  c u r r e n t

k n o w l e d g e  w i t h  r e g a r d  t o  t h e s e  issue s . 0ur ex p e r i .-ru c & li i :;
— been en eo uraging. Ev e ru if the goals o f ’ m u t m u t t o r i  i n u l v m m i s

a r e  r a t h e r  m o r e  o p t i m i s ti c  t h m i n i s  w a u ’ r a r i t e d , t I m e  b u ~~i~ of a
m o d e l  1 i n g  s t r a t e g y  i s  e m e r g  i n g ;  i t .  appea r ’ s that i t. is ~~ b 5 _

s i b l e  to  g e n e r u t e  t e s t a b l e  h y p o t h e s e s  c o n - c e r ’ m u i n g  t h e
p r o g r a m m i n g  p r o c e s s . We c a n  o n l y  h o p e  t h a t  t’u t u r ’ e r ’ e s o u r c h
b y  u s  a n d  o t h e r s  w i l l  s h e d  s o m e  l i g h t  on t h i s  t’a s c i n a t i n g
i m p o r t a n t , b u t  l i t t l e  u n d e r s t o o d , m u c t i v i t y .

A C K N O W L E D G E M E N T S

We a r e  i n d e b t e d  t o  t h e  m e m b e r ’ s o f  t h e  m n u t  a t  i o n m
r e s e a r c h  g r o u p s  a t  G e o r g i a  T e c h , Y a l e , a r i d  ber ke ley. i n
p a r t i c u la r , we wo u l d  l i k e  to t t~a m t k  J e a n n i e  Itu m u k s , l tm c u g l a s
B a l d w i n , J i m  B u r n s , D a n  S t .  A r u d r o  , a n d  D a n  H o c k  i r u g .  W e
a l s o  t h a n k  L a r r y  Y e l l o w i t - c  a n d  a n  a n o n y m o u s  r e t ’e r ’ee  t’or
their hel pful comments.
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APPENDIX

CMS .1 SESSION SCRIPT

WELCOM E TO THE COBOL PILOT MUTATION SYSTEM
PLEASE ENTER THE NAME OF THE COBOL PROGRAM FILE :>L O G—CHANG E S
DO ‘IOU WANT TO PURGE WORKING FILES FOR A FRESH R U N  ?> Y ES
P A R S T N G  PROGRAM
SAVING INTERNAL FORM
WHAT PERCENTAGE OF MUTANTS DO YOU WANT TO CREATE?> 10 0
CREATING MUTANT DESCRIPTOR RECORDS
P R E — R U N  PHASE
DO YOU WANT TO SUBMIT A TEST CASE ? >PR O GRAM

1 IDENTIFICATION DIVISION.
2 PROGRAM—ID . POQAACA .
3 AUTHOR. CPT B W MOREHEAD.
14 INSTALLATION . HQS LJSACSC.
5 DATE—WRITTEN . OCT 1973.
6 REMARKS .
7 THIS PROGRAM PRINTS OUT A LIST OF CHANGES IN THE ETF .
8 ALL ETF CHANGES WERE PROCESSED PRIOR TO THIS PROGRAM. THE
9 OLD ElF AND THE NEW ETF ARE THE INPUTS. BUT THERE IS NO

10 FURTHER PROCESSING OF THE ETF HERE. THE ONLY OUTPUT IS A

11 LISTING OF THE ADDS , CHANGES , AND DELETES . THIS PROGRAM IS
12 FOR HQ USE ONLY AND HAS NO APPLICATION IN THE F I E L D .
13
14 MODIFIED FOR TESTING UNDE R CPM S BY ALLEN ACREE
15 JULY , 1979.
16 ENVIRONMENT DIVISION .
17 CONF IGURATION SECTION .

18 SOURCE—COMPUTER. PRIME.
19 OBJECT—COMPUTER.  P R I M E .
20 INPUT—OUT PUT SECTION .
21 FILE—CONTROL .
22 SELECT OLD—ETF ASSIGN IN P U T14 .
23 SELECT NEW —ETF ASSIGN INPUT8 .

214 SELECT PRNTR ASSIGN TO OUTPUT 9.
25 DATA DIVISION.
26 FILE SECTION .
27 F D OLD—ET E
28 RECORD CONTAINS 80 CHARACTERS
29 LABEL RECOR DS ARE STANDARD
30 DATA RECOR D IS OLD—REC.

31 01 OLD—REC.

32 03 FILLER PI G X.
33 03 OLD—KEY PlC X ( 1 2 ) .
34 03 FILLER PIG X (a7).
35 ED NEW—E lF
36 RECORD CONTAINS 80 C H A R A C T E R S
37 LABEL RECORDS ARE STANDARD
38 DATA RECORD IS NEW—REC .

39 01 N E W — R E C .
40 03 F I L L E R  PlC X .
141 03 N E W — K E Y  PlC X ( 1 2 ) .
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142 03 FILLER P lC X ( 6 7 ) .
143 ED P R N T R
14 14 RECORD CONTAI N S 140 CHARACTERS
145 LABEL RECORDS ARE OMITTED
146 DATA RECORD IS PRNT—LINE.

— L 4 (  01 P R N T — L I N E  PlC X ( 1 4 0 ) .
148 W O R K I N G — S T O R A G E  SECTION.
h9 01 PRNT—WORK—AREA .

03 LINE1 plc x(30).
51 03 L I N E 2  PlC X (30).
52 03 L I N E 3  PlC X(20).
53 01 PRNT—OUT—OLD .

03 WS—LN—1.
55 05 FILLER PlC X VALUE SPACE.
56 05 F I L L E R  PlC XXXX VALUE ‘0 ‘ ,

57 05 LN1 PlC X(30).
58 05 FILLER PlC XXX VALUE SPACES.
59 03 WS—LN—2.
60 05 FILLER PlC X VA LUE SPACE .
61 05 FILLER PlC XXXX VALUE ‘L ‘ . 

-
.

62 05 LN2 PlC X ( 3 0 ) .
63 05 FILLER PlC XXX VALUE SPACES.
614 03 W S—LN— 3 .
65 05 FILLER PlC X VALUE SPACE .
66 05 FILLER PlC XXXX VALUE ‘D ‘ . - -

67 05 LN3 PlC X(20).
68 05 FILLER PlC XXX VALUE SPACE.
69 01 PRNT—NEW — OUT .
70 03 N E W — L N — 1 .
71 05 FILLER PlC XXXXX VA LU E ‘ N ‘ .

72 05 N—LN 1 PlC X ( 3 0 ) .
73 05 FILLER PlC XXX VA LUE SPACE .
714 03 N E W—LN—2 .
75 05 F ILLER PlC XXXXX VA LUE ‘ E ‘ .

76 05 N—LN 2 PlC X(30).
77 05 FILLER PlC XXX VALUE SPACES.
78 03 N EW —LN—3.
79 05 FILLER PlC XXXXX VALUE ‘ W
80 05 N—LN3 PlC X ( 2 0 ) .
81 05 FILLE R PlC XXX VALUE SPACES .
82 PROCEDURE DIVISION .
83 0100—OPENS .
814 OPEN INPUT OLD—ETF NEW—ElF .
85 OPEN OUTPUT P R N T R .
86 0 1 1 0 — O L D — R E A D .
87 READ OLD—ETF AT END GO TO 016 0— OLD—EOF .
88 0120—NEW—RE AD.
89 READ NEW .ETF AT END GO TO O17O NEW EOF .
90 0130—C OMPARES.
91 IF OLD—KEY NEW—KEY
92 NEXT SENTEN CE
93 ELS E GO TO 0 114 O_ CK ~ ADD _ DEL.
914 IF OLD—REC = NEW — REC
95 GO TO 0110—OLD—READ.
95 MOVE OLD—REC TO P R N T — W O R K — A R E A .

PERFORM 0210—OLD—W RT THRU 0210—EXIT. L

~~~~~~~~~~~~~ ~~~~~ _ _ _  
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98 MOVE NEW—REC TO P R N T — W O R K — A R E A.

99 PERFORM 0200—NW—WRT THRU 0200—EXIT.
100 GO TO 0110—OLD—R EAD.
101 0140—CK—ADD—DEL.
102 IF OLD—KEY > N EW—KEY
103 MOVE NEW—REC TO PR N T—W OR K — A R E A

104 PERFORM O200—NW—W RT THRU 0200—EXIT
105 GO TO 0 1 2 0 — N E W — R E A D
106 ELSE GO TO 015O—CK—ADD—DEL.
107 0150—CK—ADD—DEL.
108 MOVE OLD—REC TO PRNT—WORK—AREA .
109 PERFORM 0210—OLD—WRT THRU 0210—EXIT.

110 READ OLD—ETF AT END
111 MOVE NEW—REC TO PRNT—WORV—AREA
112 PERFORM 02 0 0—NW—W R T THRU 0200—EXIT
113 GO TO 0 160—OLD—EOF .
1114 GO TO 013 0—COMPARES .
115 0 160—OLD—EOF .
116 READ NEW—ETF AT END GO TO 0180—EOJ .
117 MOVE NEW—REC TO P R N T — W O R K — A R E A .
118 PERFORM 0200—NW—WRT THRU 0200—EXIT.
119 GO TO 0160—OLD—EOF .
120 0 170—NEW—EOF .
121 MOVE OLD—REC TO PRNT—WORK—AREA .
122 PERFORM 0210—OLD—WRI THRU 0210—EXIT.
123 READ OLD—ETF AT END GO 10 01 80—EOJ.
1214 GO TO O170—N EW —EOF .
125 0180—EOJ.
126 CLOSE OLD—ETE NE W—ETF PRNTR.
127 STOP RUN.
128 0200—NW—WRT.
129 MOVE LINE 1 TO N—LN 1. 4

130 MOVE LINE2 TO N—LN2.
131 MOVE LINE3 TO N — L N 3 .
132 WRITE PRNT—LINE FROM NEW—LN—1 AFTER ADVANC ING 2.

133 WRITE PRNT—LINE FROM NEW—LN—2 AFTER ADVANCING 1.
1314 WRITE PRNT—LINE FROM NEW—LN—3 AFTER ADVANC ING 1.

135 0200—EXIT.
136 EXIT.

137 O210—OLD—WRT.
138 MOVE LINE 1 TO LN 1.
139 MOVE LINE2 TO LN2.
1140 MOVE LINE 3  TO LN 3.
141 WRITE PRNT—LINE FROM WS—LN— 1 AFTER ADVANCING 2.
1142 WRITE PRNT—LINE FROM WS—LN .-2 AFTER ADVANCING 1.
114 3 WRITE PRNT—L INE FROM WS—LN—3 AFTER ADVANCING 1.
144 0210—EXIT.
145 EXIT.

>YES

A test case for this program is a pair of input
files . In CMS.1 these may be created outside the - -

system and referenced by name , or may be entered “on
the fly” .

WHERE IS OLD—ElF?
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-e

~S NEW—ETF’?

C~L!’— E TF AS USED BY THE PR OGRAM 
- -

I1 , , ’S-) l .’ I I I I I U I I I O J J J J J J J J J K K K K K K K K K K L L L L L L L L L L N N N N N N N N N N B B B B B B B B B B G G G G G
‘3 ~~~~~~~~ 1, -~~Y Y Y Y Y Y Y Y Y Y ( ; GG G GG GGFFF F F FE FF FO D D DDDDD D DSSSSSSS SSS XXXXXXXXXX EE:F ~~

\~ W—ET’r
’ AS USE D BY THE P R O G R A M

11 ~ ,‘ S 0 173 OO300000000000000000000 000000000000000000000000000000 000000000

~m, b ’-~4O1~~~yyvyyyyyYyGGGGGGGGGGFFFFFFFFFFDDDDDDDDDDSS5SSSSSSSXXXXXXXXXXEEEEE

~~~~~ ‘~ u3 17 $m ~~UUUUUUUUUHRHHHHHHHHGGGGGGGGGGDDDDDDDDDDSSSSSSSSSSEEEEEEEEEEAAAAA

PR N~ R A S U5~ P BY THE PROGRAM

3 I123 11~~ 7S9O 1 III II [IIIIOJ JJJJJ
L JJJKKKKKKKKKKI ,LLLLLLLLL NNNNNNN
D NNNBBBB i~BPBBB-GGGGGGG

N I 13 ~~~~~ 3O 312OOOOOOOOOOOOOOOOO
E OO7’)O0O03~3OOOOOOOOOOOOOOOOOOOO
.~ C)O L~0L\)000OOOOOOOOOO

3 J i l- 7 59O13~ Y YY Y Y Y YYYYGG G G G GG
L GGGFFFFFFFFFFODDDDDDDDDSSSSSSS
IT) SSSXXXXXXXXXXE EEEEEE

N J2 - ’~14557S ’~0 1 2 3 YYYY YY YYY YG GG GGGG
E U GGFFF FFF FFF FDDDD DDDDDDSSSSSSS
W SSSXXXXX XX X X X E E E E E E E

N $U~~ 789O 123I4UUUUUUUUUUHHHHHHH
E HHHUG GGGGGGGGDDDDDDDDDDSSSSSSS
W SSSEEEEEEEEEEAAAAAAA

THE PROGRAM TOO K 814 STEPS
IS THIS TEST CASE ACCEPTABLE 7 )YES
DO YOU WANT TO SUBMIT A TEST CASE ? >N0
MUTATION PHASE
WHAT NEW MUTANT TYPES ARE TO BE C O N S I D E R E D  7 >SELECT

ENTER THE N U M B E R S  OF THE M U I T A N T  TYPES YOU WANT TO TURN ON AT THIS T I M E .

‘4 ~~~~~ I N S E R T  FILLER TYPE ~~~~
5 ~~~~~~ FILLER SICE ALTERATION TYPE ~~~~~

~~~~~ ELEM E N T A R Y  ITEM R E V E R S A L  TYPE ~~~~ - 
-

7 ~~~~ F I L E  R E F E R E N C E  A L T E R A T I O N  TYPE ~~~~
S ~~~~ ST A TEMENT D E L E T I O N  TYPE ““‘ -3 ~ *** PE RF O RM — — ~~ GO TO TYPE ~~~

M ~~~~~ THEN — ELSE R E V E R S A L  TYPE “~~‘
1? ‘i” STOP ST ATEMENT SUBSTIT UTI ON TYPE ~~~“

13 ~~~~ I T H R U  CLAUSE EXTENS iON TYPE ~~~~
1~4 ~~~~ Tk ~\ r  STATEMENT R E P L A C E M E N T  TYPE ~~~~~

~~~~~ L O G I C A . OPERATOR R E P L A C E M ENT TYPE ~~~~~

‘1 ~~~~~ S C A L A ~ FOR SCALAR R E P L A C E M E N T  ‘“i

¶ ‘A i’. ‘

~~ I 
.~.. ~~~~~~~~~~~~~~~~~~~~~~~~~ ~ .. ~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ _ _

~
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22 ~~~~ CONSTANT FOR CONSTANT REPLACEMENT ~~~~
23 ~~~~ CONSTANT FOR SCALAR REPLACEMENT ~~~“
25 **~~* CONSTANT ADJUSTMENT ~~~~

TYPES 7 > 14 TO 14 STOP
MUTANT STATUS

TYPE TOTAL LIVE PCT
INSERT 14 1 7 82.93
FILLS Z 38 114 63. 16
I TE M RV 21 0 100.00
FILES 5 1 80.00
DELETE 514 13 75 .93
PER GO 7 2 7 1 . 143
IF REV 3 1 66.67
STOP 53 10 81 .13
THRU 8 2 75.00
TRAP 514 10 81.48

TOTALS

2814 60 78.87
DO YOU WANT TO SEE THE LIVE MUTANTS?>NO
LOO P OR HALT 7 >LO OP
P R E — R U N  PHASE
DO YOU WANT TO SUBMIT A TEST CASE ? >YES

WHERE IS OLD—ETF?
>LC1S
WHERE IS NEW—ETF?

>L C5
OLD—ETF AS USED BY THE PROGRAM

0000000000012 111 II I I I I I J J J J J J J J J J K K K K K K K K K K L L L L L L L L L L N N N N N N N N N N B B B B B B 5 B B B G G ~3SG
I 12 3 4 5 6 7 8 9 O 1 2 I I I I I I I I I I J J J J J J J J J J K K K K K K K K K K L L L L L L L L L L N N N N N N N N N N B B B B B B B B B B G G G G
J2345678901 2 3YYYYYYYYYYGGG U GGGGGGFFFFF FFFF FDDDD D 0DDD DS SS SS SS SS SXXXXXXXXXX EEt ~~E

N EW—ETF AS USED BY THE PROGRAM

1 12 3 ’4 5 6 7 8 9 O 1 2 I I I I I I I I I I J J J J J J J J J J K K K K K K K K K K L L L L L L L L L L N N N N N N N N N N B B B B B B B B 1 T h J G G G G
J23L4567890 1 23Y Y YYYY Y YYYGG G GGGGGGGFFFFFFFFF F DDDD DDDDDD S SS SSSSSSSX XXXXXXXX X ~ Er ~Ei~

PRNTR AS USED B? THE PROGRAM

O 0000000000012IIIIIIIIIIJJJJJJJ
L JJJKKKKKKKKKKLLLLLLLLLLNNNNNNN
O NNNBBBBBBBBBBGGGGGGG

THE PROGRA M TOOK 14 14 STEP S
IS THIS TEST CASE ACCE PTABLE ? >YES
DO YOU WANT TO SUBM T A TEST CASE 7 >YES
WHERE IS OLD—ETF?

>LC1 -s
WHERE IS NEW—ETE?

> LC 5
OLD—ETF AS USED BY THE PROGRAM
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—.‘—-- — -—----- -

‘ . -~~ - -S - i~~121I 1IIIKJJJJJJJJJKKK KKKKKKKLLLLLLLLLL NNNNNN NNNNBBBBB~~~~~~JG-L ;3
J )  1 - 5 T 5  13 ~YY’ ‘m l  YYY6G-GGGGGGUGFFFFFF FFFF DDDDDDDDDDSSSSSSSSSSXXXXXXXXXX~ EE i’T~

AS USEU OY THE m’ f~3GRAM

~5s-
’ 017~~ I I l I I I l .tJJJJ JJJJJJKKKKKKKKKKLLLLLL LLLLNNNNNN NNNNBBBBBB BBBBGGG- )G

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

SNT~ AS 0E~’ ‘
~~THF rP~ G R A M

3 I .i-~45DT ’S9O12IIIIIII1IIK JJJJJ J
L J ’ J K K K ~~~~K~~K K L L L L L L L L L I ~N N N N N N N
~ -

- ‘~ N ~~~~~~~~~~~

N Y - ~~~~~n O1TL l IUIIII ~~J 1JJJJJ
J:: : K ’~ . L L L L L L L L L N N N N N N N

~~~ T . --’~ 4~ STEPS
~: ~~: :~ :ASE A C C E P I T A B L E  ? >YES
1)3 Y-3~’ ‘~A \

’ TO S~’0MiT A TEST CASE 3 >YES
. S OL3—~-

‘-L- 11
-~ - ~lF. 

\ L~~~~~Z~~
-y

LD — -TT- -
~~~ US~~P DY THE PROGRAM

C00-33-’2-C033030i3-3030000300000000000000000000

N P ~ — ET ~ AS 3S~~) BY H E PROGRAM

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
J23~ D S78 Q-3 12 ~YYYYYYYYYYGGGGGGGGGGFFFFFFFFFFDDDDDDDDDDSSSSSSSSSSXXXXXXXXXXR~ EEE

3~4 3 t 7 9 ~)3 3314UUUUUUUUUUHHHHHHHHHHGGGGGGGGGGDDDDDD0000SSSSSSSSSSEEEEEEEEEEAAAAA

P R  AS L’SED BY THE PROGRAM

3 330303-303000000000033000000000
L 00000000000000

N T ‘ -O ’~ ‘500 1 ? .1 I I I I I ~~I I I J J J J J J J
E JJ2KKKKKK ~-KKKLLLLLLLLLL NNNNNNN

N N N D  BDD PD

N J2314567S~)0 I 2~ Y Y Y YY Y ’1YYY G G G GG G G
— F E ~’EFFF 2 DODDDDDDSSSSSSS

~ SSSXXXXXXXXXXEEEEEEE

N ‘045hf39-0 I .’ ~~TJUUUU 1IULIUUHHHH HHH
E HHFlG’~GGG (h;GG;DDDT)D1)DDDDSSSSSSS
W D O E  3’T E EEFE EAAAAAAA

THE PR3GRA ~ 1’t~~K ~~~~ STEPS
ID THIS TEST CASE ACCEPTABLE 3 ‘YES
DO YOU ~A I 1  T O :~~~ 13 -\ rES T - :AOE 3

~‘ ‘ ~~~ So I



IS i)I,i ’ F t . ’

w i  ~
- - ; —

l~ 1 4
,)1i 1 ~ ITV AS I I S E I )  t~1 Ol E 1’ROLH AM

14 10 1 1 1 1 1 1 1 1 1  1 H 1 1 I K k  I M M I I I I  N N N N N \ N N  I I I
,~~.
‘ D-:D-4. ) I, ’ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - - ~ -~~~~~ \\\ \ \\  \t- ~~ I - - - t- .

AS L IS t - P  Dl I D E  r R ~x ; N A M

3 ) 3 1~~3, )33, ) 000,) ) O t  )~)33~ ~,D) 000, 1000, 133k ) 0, 1,13 3001 ) is
t ’ D N Y ~I AS 115 1 - i ’  01 FlIt i ’D ~D ; k A M

N , 1~’ 00033i lP Oi l 00030 ~1 , l Oi) 0 O i D )
i i iD) ,)

0 I L’ S D - -c ’  5~I , ) 4 2 1 1 1 1 1 1  ~1 l l  I J J i J , l J
I , J,1 ,IKKKKKKKKK K II.1.II .I11II N N N NN NN

t- .

i) , 1 . ’ Cl -m ’  5’),’ 4,’ ~1y Y \ ’ y 1y 1y Y , ,h , 5 0 0
I i i ~~t t t t t t t I t ’ ’ ) P L ) I ) L D 1 P I ) I ) 1

1) :D:-XX\XXX\X X Xt- •i~:t~E1’E

3 )- 1 ~(D-D )l, ’3 ) 1 I IR ; I r 1 ltJ IIIILI1 l tl4UhllI1itiI
1 t4 l l t t l ;~;1;~;l;,;,; I~, ; i iD1P1lPPll1DD;:::-;:;:;: ;
P :;:;:;t-:EEl’EE1-:i-:l ~l -IAAAAAA A - —

I’I lI-: l 1 ~0 t t ~A~1 I X 1 I \  ~~~ S i’l- l’:~
I :; T I l l : ;  1 1-15 1 ~~si- : \ , , v I ’ I , u i i v  _ ‘ ~1 I-:n - - 
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~0 lOP WA N I IN~ 511PM 11 ’ A I l - S I  ~ A 5t • . ~NO
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F

1 ‘I~~ -~7 -D’. ‘13

1’ lO~’ ‘~A N  I FL ’ SEE THE LI Vi - . MI  I A N  rs- .’ ~Y i-T5
FOP -A : ’D ~-l: I i’AN I
:1 : F HIT I T u R N  1’ ‘ ‘N T IN1 J I’T . l’YPE ‘STOP’ TO STOP.
l ’YPF ‘ L— 3 : I 1 V  ‘ F’ O I I I ’ i ; I - IDlE M 1 I I ’ A N I ’  EQU1 VA IEN T .

~ ~~~ I N S E P l ’  I - T I  . i , ~:p TYPE ~~~~

NUIT-\ N N:I-4DI- :~ “ , -

A F U I E P  OF ‘- N S1’P  ONE HAS B E EN D4: ; i -TPF EI )  AFTE R
THE 1 F - ” WDIC1T S1 ’AHI ’S ON L I N E  - ,
I I ’ S L E I E L  NI ’IDFP is -

“5 ‘A NT N IINDER 1
A F l  [ E R  OF L ENSI D L ONE HAS B EEN I N S I - T P T E P  AFTER

I F l - N ,- 5  1 H  START S ON L I N E
I FS :F\’Ll. N1”IDEN 15

‘1: ’F-\ N F N I IMID- .P ,~~1

1 F 1I.1 ,EN OF EN S I ’ l l  ONE h A D  l)F~:N INSERTED AFTER
l i - N  Wil ICR S TAR I’S ON LI  NI-: ~‘14

I I ’ S i t : v ~ I. N:~IIul-: H IS

-
‘ 8

~~~~ F 1 . l F R  ST 2 f ~ A 1 : ’E R A T I O N  TYPE ~~~~~

~‘ [I ITA NT N lIMPER 314

O lE F I l l E R  ON LINE ‘-3 HA S LA P ii ’:; D I % E  PECRI- :M E N T E D  I l l  ONE.

‘-IIJFAN F NDMI~FR 1

FIlE E l LLER ON LINE - - 3 LA S h A lT ) ITS 512E INCREM ENTED BY ONE.

I I I’ ANT NI I ~1 PEP  Di l

THE FILl ER ON LINE P hAS h A D  ITS SlOE pFcNFI~i1 :N ’l’ED BY “ N E .

‘IIIT-\Ni’ \: )Ni zi~P P1
I I I :  F I L I . ’-: R ~N ONE i- LAS ‘ l A D  T I’S S 1 . E  1N ~~H V M E N T E P  Di c’NF: .

‘ IT’IT -~ N T  NI)’-~P~ H 4-4’
THI-: F1 iJ !’:R ~‘N l INL’T ‘5 1i \5 H A D  115 S1 , ’E  PFI’REM ITN [’I:D Iii ONE.

‘S

‘- ‘1 1T ’ANT N I lNTLl - P .- -
‘

T l lh -  E , L l -’R ON L 1 N l - T  4-3 HAS HAl ) ITS :;1’F INCREMENTED Di ON 1-

- A N T  \ “n N 

- -  ~~~~~~~~~~
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THE F I L L E R  ON LINE ’ ’(3 HAS HA L ) ITS SIZE DECREMENTED BY ONE.

MUTANT NUMBER 71
THE FILLER ON LINE ,-‘~~ HAS HAD ITS SIZE INCREM ENTED BY ONE.

>

MUTANT NUMBER 3D
THE FILLER ON LINE 77 HAS HAD ITS SIZE DECREME N TE L )  BY ONE.

MUTANT NUMBER 75
THE FILLER ON LINE 77 HAS HAD ITS SIZE IN C RE M ENTED BY ONE.

>
MUTANT NUMBER 78
THE FILLER ON LINE 81 HAS HAD ITS SIZE DECREM ENTED BY ONE .

>
MUTANT NUMBER 79 F]
THE F I L L E R  ON LINE 81 HAS HAD ITS SIZE INCREMENTED BY ONE .

>

~~~~~ STATEMENT DELETION TYPE ~~~~

MUTANT NUMBER 126
ON LINE 106 THE STATEM ENT:

GO TO 0150—CK—ADD—DEL
HAS BEEN DELE’rED.

>

~~~~ LOGICAL OPERATOR REPLACEM ENT TYPE ~~~~~

M U T A N T  NUMBE R 296
ON LINE 102 THE STATEM ENT:

IF OLD—KEY > N E W — K E Y
HAS BEEN CHANGED TO:

IF OLD—KEY NOT < N E W — K E Y

~~~~~ S C A L A R  FOR S C ALAR R E P L A C E M ENT ***~

MUTANT NUMBER ~OO
ON LINE 87 THE orA ’rEMENT:

READ OLD—ETF AT END ...
HAS BEEN CHANGED TO:

READ OLD—ETF INTO NEW—REC AT END ...

M U T A N T  N: :1)l-:I~ 301
ON L I M E  87 THE S-rATEMENT:

R E A P  OLD—ET E AT END . ..
HAS BEEN CH AN (; ED TO:

PA St ’: s -
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R E A P  OLP —ET F INTO D R N T — W O R K — A R E A  AT EN I)

MUTANT NUMBER 1 1
ON L I N E  3-) THE STATEMENT:

READ NEW—ETF AT END
HAS BEEN CHANGED TO:

R E A D  NEW—ET F INTO P R N T — W O R K — A H E A  AT END

MUTANT NUMBER p2’-)
ON LINE 1 10 THE STAtEMENT: —

HEA D OLD—ElF AT END
h A S RFI- :N CHANGEI) TO:

READ OLD—ElF I N l i ,) P R N T — W O R K — A R E A  AT END ...

MUTANT NIIMBER (-,5- ’
ON : , I N E  1 1 ’  I R E  S T A t E M E N T :

READ NEW—ETF AT END ...
HAS BEEN C H A N G E D  TO:

R E A D  N E W—ETF INTO O L D — R E C  AT END

MUTANT NUMBER 683
ON LINE 116 THE STATEMENT:

READ NEW—ETF AT END ...
HA S BEEN CHANGED TO:

READ NEW—ETF INTO PRNT—WORK—AREA AT END ...

‘S

MUTANT NUMBER 6814
ON LINE l iP THE STATEMENT:

R E A D  NEW—E lF AT END . . .
L A : -’- BEEN C H A N G E D  TO:

REA D NEW—ETE INTO PR N -r—O U T—O LI) AT END

MUTANT NUMBER 685
ON LINE 116 THE STATEMENT:

REA D NEW—ETF AT END
HAS BEEN CHANGED TO:

R E A D  NEW—ElF INTO WS—LN—1 AT END

MUTANT NUMBER 686
- I N L I N E  116 THE STATEMENT:

R E A D  NEW—ElF AT EN!) . .
H A S BEEN CH A N GED TO:

REA l )  NEW — ET F INT O WS — LN— ’ AT END

‘S

M U TANT NUMBER ~37
ON L I  N I -: u~ ruE :;I’AIEMENT :

R E A D  NEW—E ’fl~’ A r EN D .

‘ h A S  I L EE N CII AN OI’S ” 7( 1:
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READ NEW—ElF INTO WS—LN— 3 AT END

)
MUTANT NU M BE R 780
ON LINE 123 THE STATEMENT :

READ OLD—ETF AT END
HAS BEEN CHA NGED TO:

READ OLD—ETF INTO NEW—REC AT END

>
MUTANT NUMBER 781
ON LINE 123 THE STATEMENT :

R E A D  OLD—ETF AT END
HAS BEEN CHANGED TO :

READ OLD—ETF INTO PRNT—WORK —A REA AT END

>
MUTANT NUMBER 786
ON LINE 123 THE STATEMENT:

READ OLD—ETF AT END ...
HAS BEEN CHANGED TO:

READ OLD—ETF INTO PRNT—NEW—OUT AT END ...

>
MUTANT NUMBER 787
ON LINE 123 THE STATEMENT :

R E A D  OLD—ElF AT END ...
HAS BEEN CHANGED TO: - -

READ OLD—ETF INTO NEW—LN— 1 AT END ...

>
MUTANT NUMBER 788
ON LINE 123 THE STATEMENT:

R E A D  OLD—E lF AT END
HAS BEEN CHANGED TO:

READ OLD—ETF INTO NEW—LN—2 AT END

>
MUTA NT NUMBER 789
ON LINE 123 THE STATEMENT:

READ OLD—ETF AT END ...
HAS BEEN CHAN GED TO:

READ OLD—ETF INTO NEW—LN—3 AT END

>
MUTANT NU M BER 8 114
ON LINE 129 THE STATEMENT:

MOVE L I N E 1  TO N — L N 1
HAS BEEN CHANGED TO:

MOVE NEW—REC TO N—LN 1

>
MUTANT NUM BER 817
ON LINE 129 THE STAT E MENT:

MOVE LINE 1 TO N—LN 1
HAS BEEN CHAN GED TO:

PAGE 85
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MOVE PRNT— W ORK—ARE A TO N — LN 1

>
MUTANT NUMBER 9714
ON LINE 133 THE STATEMENT :

MOVE LINE I TO LN1
HAS BEEN CHANGED TO:

MOVE OLD—REC TO LN1

MUTANT NUMBER 979
ON LINE 1 38 THE STATEMENT :

MOVE LINE1 TO LN1
HAS BEEN CHANGED TO:

MOVE PRNT W ORK AR EA TO LN 1

>
LOOP OR HALT ? >HALT

I
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h A new type of software test , called muta tion analysis , is introduc ed . A rue-

thod of applyin g mutation analysis is described , and the design of severa l exist
ing automated systems for applying mutation analysis to Fortran and Cobo l pro-
grams is sketched . These systems have been the means for preli minary studies

0f the effir L enc:, of mutation analysis and of the re1ationshi~ between mutation
and other systematic esting techniques. The results of several experiments to
determine the effectiveness of mutation analysis are described , and examples are
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20. Abstract (continued) I
presented to illustrate the way in which the technique can be used to
detect a wide class of errors, including many previously defined and studied
in the literature . Finally, a number of empirical studies are suggested ,
the results of which may add confidence to the outcome of the mutation
anal ysis of a program .
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